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Hulu Hoops: Standing & Damages as Threshold 
Issues in Privacy Cases 
BY TOM COUNTS AND RYAN NIER 

If A Tree Falls And No One Is Hurt By It, Can You Still Sue? 

Imagine you are in the mall, and you overhear an interaction between a clerk and another shopper. 
The clerk asks to see a drivers’ license to verify their identity. The clerk then remarks, “Your age 
makes you eligible for our senior discount—you get 10% off on this order!” The shopper, aghast, 
threatens to sue the store. It’s seemingly an empty threat—you can’t sue without being hurt, right? 
According to a California magistrate judge, that’s not necessarily true—at least in the context of 
privacy lawsuits. And as the number of privacy suits continue to skyrocket, that means the cost of 
doing business is about to go up. 

Needing A Leg to “Stand” On 

That commonsense inkling that someone must be injured in some tangible way to pursue a lawsuit (at 
least, a lawsuit in federal court) is codified in Article III of US Constitution, in a legal doctrine known 
as “standing.” To show standing, a plaintiff must allege an injury that is (1) “concrete and 
particularized” and “actual or imminent,” (2) traceable to an action by a defendant, and (3) able to be 
redressed by a decision of the court. 

A few examples are illustrative. You can’t sue the Yankees for breaking a contract with a player, 
because that contract does not concern you (you have no legal rights vis-à-vis that contract). You 
can’t sue a neighbor for saying, “Someday I may steal your hedge trimmers” (the injury hasn’t 
happened yet and isn’t “imminent”). You can’t sue your doctor for considering giving you a medicine 
you were allergic to (there’s no injury). 

This hurdle has been historically difficult to overcome in privacy suits, where the “injuries” are often 
nebulous concepts like a “violation of privacy” or “slowing down my computer with cookies.” See, e.g., 
In Re DoubleClick, Inc. Privacy Litigation, 154 F. Supp. 2d 497 (S.D.N.Y. 2001) (rejecting plaintiffs’ 
damages theories under the CFAA, holding that the cost of “remediate” cookies and the alleged 
decreased value of personal information fail to meet the CFAA damages requirement). But times, they 
are changing. The Ninth Circuit—a hotbed of innovation and the home jurisdiction for many of the tech 
companies being sued—has decided that in some cases, simply invoking the name of a federal statute 
and alleging its violation can provide standing. Thus, in that jurisdiction, asserting a violation of a 
statutorily-created legal right stamps a ticket into federal court. For example, in Jewel v. Nat’l Sec. 
Agency, a plaintiff alleged that the federal government violated three federal statutes (including the 
Stored Communications Act and the Electronic Communications Privacy Act, two statutes commonly 
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used in privacy actions) by attaching surveillance devices to a cellular network to intercept 
communications. 673 F.3d 902, 905-6 (9th Cir. 2011). While plaintiff alleged no particular injury, the 
Ninth Circuit concluded that the federal statutes granted legal rights to standing when they were 
violated—no injury was necessary. Id. District courts in California have continued to follow that 
precedent, including the Northern District in one of the Google privacy cases (click here for our client 
alert on that case). 

Injury/Standing vs. Damages/Recovery 

Establishing standing (via a legally-recognized injury), and thereby gaining access to federal court, is 
only part of the battle. Once there, the question in privacy cases often becomes, “you’re here, but can 
you even get anything if you win?” In other words, you’ve been granted a right to be here (i.e., by 
virtue of a right protected by statute), but that doesn’t mean you can recover anything (i.e., if you 
can’t articulate any recognizable damage). To that end, Defendants have sought to have that question 
answered earlier rather than later—before the liability phase. 

Media streaming service Hulu recently sought to do just that. Plaintiffs in Hulu alleged that the 
company violated the Video Privacy Protection Act (VPPA) by disclosing information about their 
viewing habits to third parties. In re Hulu Privacy Litigation (Case No. 11-037641) (N.D. Cal. Dec. 20, 
2013). Hulu first challenged standing, arguing that plaintiffs failed to identify any actual harm other 
than “invasion of their privacy.” A California magistrate judge, following Jewel, disagreed and held that 
asserting a violation of the VPPA was enough to get them into federal court. Hulu then moved for 
summary judgment on the ground that plaintiffs couldn’t recover anything under the VPPA, which they 
argued required actual injury (and not just a violation of a right sufficient to provide standing). 

The magistrate denied Hulu’s motion, and held that the VPPA provided for statutory damages 
regardless of whether plaintiffs suffered any actual injury. In her view of the VPPA, its terms simply 
require that a plaintiff show a wrongful disclosure (e.g., the age remark in our example above)—and 
not any actual harm to the plaintiff in order to recover a liquidated damages award. 

While the Hulu magistrate’s focus on the language of the VPPA somewhat tempers its application to 
other cases, the case does reflect a willingness by federal courts to allow remedies in privacy cases 
even where no money has been expended and no “loss” has occurred. 

Let’s Watch: The Effects Of Hulu 

The effects of the Hulu order are still unclear, but likely will be limited to very specific situations—
those in which (1) a federal statute provides for a statutory remedy for a violation (oftentimes 
providing for a liquidated damages award “per violation”), (2) that statute does not explicitly tie that 
award to any actual injury, and (3) plaintiffs are unable to articulate any actual injury other than the 
violation of the statute. In those cases, Hulu may provide a foothold for plaintiffs to argue that they 
should be able to recover. 

Indeed, the Stored Communications Act (SCA)—another weapon of choice in some privacy lawsuits—
may be such an example. The SCA prohibits the access, without authorization, of messages stored by 
providers of electronic communications services. 18 U.S.C. §§ 2701 et seq. There has been a split of 
authority over whether the SCA requires actual damages to award statutory/liquidated damages. The 
Fourth Circuit has held that actual damages are required, while courts in the Seventh Circuit have held 
otherwise. Van Alstyle v. Electronic Scriptorium, Ltd., 560 F.3d 199 (4th Cir. 2009) (holding, “the plain 
language of [the SCA] unambiguously requires proof of actual damages as a prerequisite to recovery 
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of statutory damages”); Shefts v. Petrakis, 931 F. Supp. 2d 916, 918 (C.D. Ill. Mar. 14, 2013) 
(holding, “the fact that Plaintiff does not seek actual damages does not preclude his recovery of 
statutory damages under the SCA”); see also Cedar Hill Assocs. v. Paget, 2005 U.S. Dist. LEXIS 
32533, at *7 (N.D. Ill. Dec. 9, 2005) (holding, “actual damages are not required to recover under the 
ECPA”). Given the Hulu decision, the Ninth Circuit may be more likely to follow the Petrakis line of 
reasoning and allow statutory damage recoveries under the SCA regardless of actual damages. 

What Hulu Doesn’t Say: The Difference Between “Can” & “Should” 

Notably, the Hulu order was about whether the Northern District could award damages—if not, the 
case could be dismissed on summary judgment. Thus, it leaves one critical question unanswered, and 
one critical argument available to defendants: even if statutory damages can be awarded absent 
actual damage, should they be awarded? Three recent cases suggest the answer may be “no.” 

In Sterk v. Redbox, Judge Posner of the Seventh Circuit noted that the VPPA allowed liquidated 
damages without the need to prove actual damages, but questioned whether such an award would be 
appropriate in such a case. 672 F.3d 535, 538 (7th Cir. 2012). Because “liquidated damages are 
intended to be an estimate of actual damages,” if there were no actual damage, “the only possible 
estimate of actual damages . . . would be zero.” Id. Thus, as long as the award of statutory damages 
is discretionary, the fact that they are available does not mean they are appropriate where no actual 
damage has occurred. With that in mind, we proceed to two other cases that shoot down some of the 
newer damages theories percolating in privacy cases. 

In Polanco v. Omnicell, Inc., the U.S. District Court for New Jersey dismissed a case on the basis that 
plaintiff failed to articulate any recoverable damage. Civ. No. 13-1417-NLH (D.N.J. Dec. 26, 2013). 
That case arose out of a theft of a laptop computer from a healthcare provider employee’s car. The 
laptop contained confidential information about the plaintiff (among others), whose daughter was in 
treatment with the provider. Plaintiff brought claims for breach of state notification laws, violations of 
consumer fraud laws, fraud, negligence, and conspiracy. As to damages, plaintiff requested out-of-
pocket expenses resulting from seeking treatment at other facilities where she felt her information 
would be protected. The court dismissed all claims, and held that the damages amounted to a 
“prophylactic” attempt to ease fears of future loss which did not amount to an “actual or imminent 
injury.” (While the claim was able to be dismissed on standing grounds because it did not involve a 
federal statute, the logic would also apply in cases where the case proceeds but the claimed damages 
are specious.) 

In Low v. LinkedIn Corp, plaintiffs sued the employment-based social network for allegedly putting 
users’ unique identifiers into its URLs, allowing third parties to access the information on their profile 
pages. Low v. LinkedIn, 11-CV-01468-LHK (N.D. Cal. July 12, 2012). Plaintiffs sought damages for the 
loss of the value of their information, as well as its unauthorized collection and/or disclosure. Judge 
Koh found standing (based on Jewel) but dismissed the complaint for failure to state compensable 
damages, holding that none of those theories amounted to any real economic harm. 

Lastly, most (if not all) of the federal statutes at issue were authored well before the internet age, and 
the application of statutory damages to modern technology is often strained. For example, under the 
Wiretap Act, damages may be calculated at $10,000 per person. 18 U.S. CODE § 2520. In the world of 
unlawful physical wiretappings (which was intended to be the focus of the Act), where there is a 
single, human wiretapper listening on a line, the damage calculation is simple and seemingly 
reasonable. Yet when applied to the breadth, speed, and automation of the internet—where a billion 
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emails are sent and a few billion advertisements are served every day—the damages become 
nonsensical. If, for example, Google were to be found liable under the Wiretap Act for serving 
automated targeted advertisements to its millions of Gmail users, plaintiffs would inevitably seek 
statutory damages in the billions, while the actual injury would seem to be pennies at best. 

Last Word: Can They Even Do This? 

The battle over legal standing has thrust one important question to the forefront: is the Jewel doctrine 
constitutional? Put another way, if the Ninth Circuit’s reading of the VPPA and ECPA statutes is correct 
and simply asserting violation of a federal statute provides standing, does that mean Congress has 
improperly eviscerated the Article III standing requirement by failing to actually require a real “injury-
in-fact”? Lawyers and the judiciary hoped to receive some resolution via the Supreme Court’s review 
of the issue in Edwards v. First American (indeed, the Hulu court waited months to issue a final order 
in anticipation of that decision), but the Court dismissed the writ of certiorari as improvidently 
granted. See 132 S. Ct. 2536 (June 28, 2012). Some have read that decision as an implicit affirmation 
of the Jewel line of reasoning, but the answer is unclear. In any event, we will likely receive further 
clarity as these privacy cases continue moving through the appellate process. 

   

If you have any questions concerning these developing issues, please do not hesitate to contact any of 
the following Paul Hastings San Francisco lawyers: 

Thomas Counts 
1.415.856.7077 
tomcounts@paulhastings.com  

Ryan Nier 
1.415.856.7226 
ryannier@paulhastings.com  
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