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Hot Privacy Issues for New FCC Chair 
Tom Wheeler 
BY SHERRESE M. SMITH & MATTHEW L. GIBSON 

Now that the U.S. Senate has confirmed the nominations of Tom Wheeler as the next Chairman and 
Michael O’Rielly as a new Commissioner of the Federal Communications Commission (FCC), and with 
public sentiment driving a push towards regulations that enhance the protection of sensitive personal 
information, now is a good time to revisit the FCC’s most recent privacy policy pronouncement: the 
treatment of certain information on mobile telephones as customer proprietary network information 
(CPNI) subject to regulation by the FCC under the Communications Act. 

In the Telecommunications Act of 1996, Congress created a requirement that telecommunications 
carriers protect and limit disclosure of CPNI—a broad term that encompasses billing records and other 
information regarding a telephone customer’s use of a network “that is made available to the carrier 
by the customer solely by virtue of the carrier-customer relationship.”1 As originally conceived, CPNI 
was produced for the carrier by the carrier’s own network equipment. This approach made sense 
within the context of the network technologies in use in 1996, as customer telephone equipment 
generally did not have the capacity to generate or store information that would be considered CPNI. 
However, since 1996, consumer devices have become increasingly sophisticated and powerful—
particularly in the mobile space. As a result, telecommunications carriers are able to instruct 
customers’ mobile phones to generate, store, and transmit information in ways that Congress may not 
have envisioned in the mid-1990s and that arguably could fall within the statutory definition of CPNI. 

In 2007, the FCC sought public comment on whether its CPNI regulations protect CPNI stored on 
mobile devices. In seeking public input on the classification of such stored information, the FCC 
expressed its concern that sensitive personal information might remain on mobile phones that are 
returned to a carrier in order to be refurbished and resold. 

The FCC did not act on its 2007 item. In mid-2012 (and prompted by revelations that some mobile 
carriers had installed diagnostic software on consumer devices that collected significant amounts of 
sensitive information about the use—and location—of mobile phones), the FCC issued a Public Notice 
seeking further public input to refresh its docket. While the FCC noted carriers’ statements to 
Congress that the diagnostic software was only used to provide carriers with information on network 
performance and to help carriers address customers’ technical issues, the Commission also noted that 
researchers had previously discovered vulnerabilities in the diagnostic software that enabled 
unauthorized third-party access to the data that the software stored on the mobile devices. 
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In June of this year, the FCC issued a Declaratory Ruling to clarify its position on the classification of 
information that carriers instruct diagnostic software to collect and store on mobile devices. 
Specifically, the FCC found that such information “fits the statutory definition of CPNI when such 
information is collected by the subscriber’s mobile device, provided the collection is undertaken at the 
carrier’s direction and that the carrier or its designee has access to or control over that information.”2 
As a result, such information would be subject to a carrier’s CPNI obligations. However, despite finding 
that certain information collected on consumer devices may qualify as CPNI, the FCC emphasized that 
its Declaratory Ruling was an attempt to address uncertainties that had developed in the market and 
that its decision was not a declaration that “the practice of collecting CPNI from customers’ mobile 
devices” to be “inherently improper.”3 

Through this simple reinterpretation of the term CPNI, the FCC was able to expand, slightly, its 
jurisdiction on privacy matters. It is possible that incoming Chairman Wheeler will take a similar 
incremental approach to enhancing the FCC’s role in privacy regulation. Alternatively, he could 
become an advocate for a more sweeping expansion of the FCC’s authority in this space. In either 
case, be on the lookout for the FCC to address additional privacy issues in 2014. Possible areas of 
focus may include the following: 

 CPNI. In addition to “traditional” enforcement activity related to CPNI (such as the FCC’s 
December 2012 Consent Decree ending its investigation of allegations that CenturyLink 
violated the FCC’s CPNI regulations), the FCC may begin to conduct investigations under its 
expanded view of CPNI discussed above. 

 Telemarketing Rules. In October 2013, the FCC’s revised telemarketing rules went into 
effect and will likely be a focus of enforcement as telemarketing firms and their clients adjust 
to the changed regulatory environment. 

 Location Based Services. It is possible that the FCC will pick up on efforts to wrangle with 
issues pertaining to location-based services. In April 2012, the FCC reported on its 
investigation of an internet company’s collection of Wi-Fi payload data. In a separate report 
released shortly thereafter, the FCC provided an overview of the privacy concerns and teed 
up a number of policy questions for the Commission to address in future proceedings. 

   

If you have any questions concerning these developing issues, please do not hesitate to contact any of 
the following Washington, D.C. Paul Hastings lawyers: 

Sherrese M. Smith 
1.202.551.1965 
sherresesmith@paulhastings.com  

Matthew L. Gibson 
1.202.551.1793 
matthewgibson@paulhastings.com  
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1 47 USC 222(h)(1). 
2 Implementation of the Telecommunications Act of 1996: Telecommunications Carriers’ Use of Customer Proprietary 

Network Information and Other Customer Information, Declaratory Ruling, FCC 13-89, para.16 (rel. June 27, 2013). 
3 Id. para.18. 
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