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California Privacy Law Developments with 
Potentially Far-Reaching Consequences 
BY BEHNAM DAYANIM & MARY-ELIZABETH M. HADLEY 

California once again has taken a lead role in shaping online privacy law, passing six key pieces of legislation this Fall: 

 A “Do Not Track” Law, which requires commercial websites and online service providers to disclose 
how they respond to “do not track” signals from Internet browsers; 

 An “Eraser” law, which provides web users under the age of 18 with the right to delete or remove 
content they have posted online and which contains advertising prohibitions restricting the 
marketing and advertising of products not legally available to minors (such as alcohol and firearms) on 
sites “directed to minors”; 

 Expanded data breach notification requirements, which add user names and email addresses to the 
definition of “personal information”; 

 A “revenge porn” law which makes the photographer’s publishing of pornographic material without the 
subject’s consent and “with the intent to cause serious emotional distress” a misdemeanor; 

 An expanded Confidentiality of Medical Information Act (“CMIA”), which now covers “any 
business that offers software or hardware” to California consumers, including mobile applications or 
other related devices; and 

 A Privacy of Consumer Electrical or Natural Gas Usage Data law which prohibits businesses from 
sharing with a third party a customer’s electrical or natural gas usage data without first obtaining the 
customer’s express consent. 

California Governor Edmund Gerald (“Jerry”) Brown (D) has demonstrated a commitment to expanding Internet 
privacy protections—notably except where he believes a new protection will impede law enforcement. The new laws 
he has signed this term have potential repercussions not only within California’s borders but nationally as well. 

In order to avoid potential fines in California, companies should assess whether their current privacy practices comply 
with the state’s new laws. This latest salvo of California bills is likely to increase the pressure for federal standards in 
many of these areas, but with the current state of congressional dysfunction, significant federal action may be 
unlikely. As other states start to follow California’s lead, companies may find themselves eventually treating the 
California standard as the de facto benchmark in many of these areas. Of course, in the never-ending game of privacy 
“one-upmanship,” a new state law elsewhere may upend that calculation and force companies to apply a patchwork of 
differing requirements. 
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“Do Not Track” Law 
 

California recently passed an amendment to the California Online Privacy Protection Act (CalOPPA).1 CalOPPA 
currently requires operators of commercial websites and online services (“operators”) to post their privacy policies 
conspicuously and specify what information must be contained in those policies, including the categories of personal 
identifiable information (“PII”) they collect and the third parties with whom they share that information.2 

New Requirements 

 The amendment—which takes effect on January 1, 2014—requires operators to disclose how they 
respond to ‘“do not track’ signals” or similar mechanisms that provide consumers choices regarding 
the collection of PII about their online activities over time and across third-party sites.3 

– An operator may satisfy this requirement by providing a “clear and conspicuous” link in its privacy 
policy to an online location describing any program or protocol the operator follows that offers the 
consumer that choice, including the effects of such program or protocol.4 

 In addition, operators’ privacy policies must now disclose whether any third parties can collect PII 
when a consumer uses the operator’s website or service.5 Notably, however, the amendment does not 
require operators to honor do-not-track requests or to prohibit third party tracking. 

Effects of the Amendment 

Operators that fail to post a CalOPPA-compliant privacy policy within 30 days of receiving notification of a deficiency 
are subject to enforcement action by the California Attorney General and fines of up to $2,500 per violation.6 Because 
CalOPPA applies to any operator that collects PII “about individual consumers residing in California,”7 most online 
businesses will need to evaluate whether their privacy policies meet its requirements in order to avoid potential fines. 

The amendments to CalOPPA may also encourage the online advertising industry to work more quickly to develop a 
nationwide “do not track” tool. Despite two years of World Wide Web Consortium (W3C) negotiations, Internet 
companies and privacy advocates have been unsuccessful in agreeing on a national standard. A desire to avoid a 
patchwork of state laws may motivate the parties to develop a standardized framework. 

                                                
1 Cal. Bus. & Prof. Code § 22575. 

2 Id. 

3 A.B. 370, 2013-14 Reg. Sess. (Cal. 2013), available at http://leginfo.legislature.ca.gov/faces/billStatusClient.xhtml (amending Cal. Bus. & Prof. 

Code § 22575(b)(5)). 

4 Id. at § 1 (amending Cal. Bus. & Prof. Code § 22575(b)(7)). 

5 Id. (amending Cal. Bus. & Prof. Code § 22575(b)(6)). 

6 Id. (amending Cal. Bus. & Prof. Code § 22575(a)); Cal. Bus. & Prof. Code § 17206(a). 

7 A.B. 370, supra note 3, at § 1 (amending Cal. Bus. & Prof. Code § 22575(a)). 

http://leginfo.legislature.ca.gov/faces/billStatusClient.xhtml
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California Teens’ Right to Be Forgotten 
 

California recently became the first state to enact legislation to provide web users under the age of 18 with the right 
to delete or remove content they have posted online. The bill’s sponsor, state Senate President Pro Tem Darrell 
Steinberg (D-Sacramento), has trumpeted the measure as “a major step to protect California’s children.”8 The new 
law—entitled the Privacy Rights for California Minors in the Digital World—will take effect on January 1, 2015.9 It has 
two main parts. 

1. “Eraser” Provision: An operator of (a) a web site, online service, online application or mobile application 
(hereinafter, collectively, a Site or Application) that is “directed to minors” or (b) a general audience site 
with “actual knowledge that a minor is using its” Site or Application must “permit a minor who is a registered 
user” to either remove or request the removal of information posted on the Site or Application by the user.10 
These operators must also give notice to minors who are registered users of their ability to have this 
information removed and provide clear instructions for doing so.11 

2. Advertising Prohibitions: The law also restricts marketing and advertising of products not legally available to 
minors such as alcohol, firearms, tobacco, tattoos and lottery tickets. Section 22580 prohibits operators of 
Sites or Applications “directed to minors” from marketing or advertising these products on their Sites or 
Applications.12 Similarly, it prohibits operators of general audience Sites or Applications from marketing or 
advertising these products “to a minor who the operator has actual knowledge is using” their Sites or 
Applications “if the marketing or advertising is specifically directed to that minor based upon information 
specific to that minor.”13 

Exemptions from the “Eraser” Requirement 

The provisions requiring “erasure” of minors’ information are not exhaustive. For example: 

 The law does not require companies to remove data from their servers, as long as they delete it from 
their websites. 

 Operators need not erase content copied or posted by a third party. 

 Anonymized information (such that the minor who is a registered user cannot be identified) is exempt. 

 The law does not apply to content for which the minor “received compensation or other consideration.” 

 Nor does it cover posts in which others mention a minor. 

                                                
8 Press Release, Senate President pro Tem Darrell Steinberg, Governor Signs Steinberg Bill Protecting Minors’ Privacy on the Internet (Sept. 23, 

2013), http://sd06.senate.ca.gov/news/2013-09-23-governor-signs-steinberg-bill-protecting-minors-privacy-internet. 

9 S.B. 568, 2013-14 Reg. Sess. (Cal. 2013), available at http://leginfo.legislature.ca.gov/faces/billNavClient.xhtml?bill_id=201320140SB568. 

10 Id. at § 1. 

11 Id. 

12 Id. 

13 Id. 

http://sd06.senate.ca.gov/news/2013-09-23-governor-signs-steinberg-bill-protecting-minors-privacy-internet.
http://leginfo.legislature.ca.gov/faces/billNavClient.xhtml?bill_id=201320140SB568
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Expanded Data Breach Notification Requirements 
 

Through the passage of S.B. 46,14 a data security notification bill that will go into effect on January 1, 2014, California 
has taken steps to expand the categories of information that are considered “personal information” and to amend the 
notification mechanisms in the event of a breach. Companies should evaluate their current data breach incident 
response plans to determine whether they comply with California’s amended legislation. 

Expanded Definition of Personal Information 

Existing California law already requires that the state’s residents be notified if any of the following is acquired or 
reasonably believed to have been acquired by an unauthorized party in an unencrypted form: an individual’s first 
name or initial and last name, in addition to one or more of the following data elements: (1) social security number; 
(2) driver’s license or California state ID number; (3) any payment account number, including credit or debit card 
numbers, in combination with a password or other code that would permit access to that financial account; (4) 
medical information; or (5) health insurance information.15 

S.B. 46 expands the “personal information” for which notification of a breach is required. Under the new law, the 
definition includes “[a] user name or email address, in combination with a password or security question and answer 
that would permit access to an online account.”16 

Current Notification Procedures 

Under the state’s current law, any California business that owns or licenses computerized data that includes the 
“personal information” defined above must notify all potentially affected state residents “in the most expedient time 
possible and without unreasonable delay,” unless delay is justified by a law enforcement agency decision that “such 
notification will impede a criminal investigation.”17 The notification, which must be in plain writing, has to include: (1) 
the name and contact information for the business reporting the breach; (2) a description of the types of personal 
information potentially subject to the breach; (3) the exact or approximate date (or date range) on which the breach 
occurred; (4) whether law enforcement caused a delay in notification; (5) a general description of the breach, if that 
information can be determined at the time; and (6) if the breach exposed a state ID number or social security 
number, the contact information for major credit reporting agencies.18 In the event that the business must notify 
more than 500 state residents, it must also upload a sample copy of the security breach notification to the California 
Attorney General’s website.19 

The business must notify affected residents in hard copy or, if the users have consented, via electronic notification.20 
“Substitute notice”—consisting of email notice, posting to the business’ website, and notifying major statewide media 
and the California Office of Privacy Protection—is permitted if the business is required to notify more than 500,000 
users or if the notification would cost more than $250,000.21 

                                                
14 S. B. 46, 2013-14 Reg. Sess. (Cal. 2013), available at http://leginfo.legislature.ca.gov/faces/billNavClient.xhtml?bill_id=201320140SB46. 

15 Cal. Civ. Code § 1798.82(h). 

16 S. B. 46, supra note 14, at § 2. 

17 Cal. Civ. Code § 1798.82(a),(c). 

18 Id. at § 1798.82(d)(1)-(2). 

19 Id. at § 1798.82(f). 

20 Id. at § 1798.82(j)(1)-(2). 

21 Id. at § 1798.82(j)(3). 

http://leginfo.legislature.ca.gov/faces/billNavClient.xhtml?bill_id=201320140SB46
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Notification of Breaches Involving Newly-Added “Personal Information”: 

 Breaches of Online Account Data Only: In the event of a breach involving online account data and “no 
other personal information,” a business may comply with the statute’s notification provisions by notifying 
users “in [an] electronic or other form that directs the person whose personal information has been 
breached promptly to change his or her password and security question or answer, as applicable, or to 
take other steps appropriate to protect the online account with the person or business and all other 
online accounts for which the person whose personal information has been breached uses the same user 
name or email address and password or security question or answer.”22 

 Breaches of Online Account Data Including Email Login Credentials: In the event of a breach involving 
online account data containing “login credentials of an email account furnished by the person or 
business,” the organization that furnished the credentials shall not notify the accountholder by email.23 
Instead, the business shall provide “clear and conspicuous notice delivered to the resident online when 
the resident is connected to the online account from an Internet Protocol address or online location from 
which the person or business knows the resident customarily accesses the account” or utilize one of the 
other data breach notification methods prescribed by the statute.24 

                                                
22 S. B. 46, supra note 14, at § 2 (amending Cal. Civ. Code § 1798.829(d)(4)). 

23 Id. (amending Cal. Civ. Code § 1798.829(d)(5)). 

24 Id. 
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Illegal Revenge Porn 
 

California recently became the second state to outlaw some types of “revenge porn”—a form of online pornography 
comprised of posting graphic images or videos without the subject’s consent. 

The Law & Its Limitations 

S.B. 255—an “urgency statute” which took effect immediately following Gov. Brown’s October 1, 2013 signature—
makes it a misdemeanor for anyone “who photographs or records” another partially or fully undressed person with 
that person’s consent to distribute the images “with the intent to cause serious emotional distress,” if the other person 
actually suffers such serious emotional distress.25 First-time violators are subject to up to six months’ imprisonment 
and a $1,000 fine; additional violations—or any violation of the offense in which the victim was, at the time of the 
offense, a minor—are punishable by up to a year in county jail and a fine of up to $2,000.26 

Although it has stimulated debate about the need to make revenge porn unlawful on a federal level, the California law 
likely has too many loopholes to be effective. Because it only applies to individuals who themselves photographed or 
recorded others, it will not capture ex-lovers’ distribution of images taken by the victims. According to the Cyber Civil 
Rights Initiative (“CCRI”), up to 80 percent of revenge porn images are “self-shots” that will not be covered by 
California’s law.27 In addition, the requirement that the distributor of the image have “intent to cause serious 
emotional distress” could exclude individuals who post images for other reasons such as financial gain as well as the 
sites that make the images available. Sites posting the photographs are also likely protected by Section 230 of the 
Communications Decency Act which states that “No provider or user of an interactive computer service shall be 
treated as the publisher or speaker of any information provided by another information content provider.”28 

Action by Other States 

 New Jersey: New Jersey passed more comprehensive revenge porn legislation in 2004, criminalizing 
the act of selling, providing, publishing, distributing or otherwise disseminating nude or sexual photos of 
another person without that person’s consent.29 The crime is a third degree felony punishable by up to 
five years in prison and a fine of up to $30,000.30 

 Other States: In the absence of federal law, other states are likely to follow New Jersey and California’s 
lead. For example, Maryland’s Democratic candidate for Attorney General, state delegate Jon Cardin 
introduced legislation on October 30, 2013, that would make it a felony—punishable by imprisonment of 
up to five years, a $25,000 fine or both—intentionally to disclose a sexually explicit image of another 
person without their consent in a public way, using the Internet or otherwise. 

                                                
25 S.B. 255, 2013-14 Reg. Sess. (Cal. 2013), available at 

http://www.leginfo.ca.gov/pub/13-14/bill/sen/sb_0251-0300/sb_255_bill_20130821_amended_asm_v95.pdf. 

26 See Id. 

27 Press Release, The Cyber Civil Rights Initiative, Calif. Legislation Against Revenge Porn Signed Into Law (Oct. 2, 2013), available at 

http://www.cybercivilrights.org/press_releases. 

28 47 U.S.C. § 230. 

29 N.J. Stat. Ann. § 2C:14-9. 

30 Id. 

http://www.leginfo.ca.gov/pub/13-14/bill/sen/sb_0251-0300/sb_255_bill_20130821_amended_asm_v95.pdf
http://www.cybercivilrights.org/press_releases
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Expanded Confidentiality of Medical Information Act 
 

Current Law 

California’s current Confidentiality of Medical Information Act (“CMIA”) prohibits providers of health care, health care 
service plans, contractors, and corporations from intentionally sharing, selling, using for marketing or otherwise using 
any medical information for any purpose not necessary to provide health care services to a patient, except as 
expressly authorized by the patient, enrollee or subscriber, or as otherwise required or authorized by law.31 

The CMIA supplements federal protections such as the Health Insurance Portability and Accountability Act (“HIPAA”), 
which requires measures to maintain the confidentiality and security of protected health information (“PHI”) held by 
“covered entities” and “business associates.”32 

Expanded Application of the CMIA 

As of January 1, 2014, the CMIA’s prohibitions will apply to “any business that offers software or hardware” to 
California consumers, including mobile applications or other related devices “designed to maintain medical 
information” to allow individuals to manage their information, or “for the diagnosis, treatment or management” of an 
individual’s medical condition.33 In addition, such businesses will be required to “maintain the same standards of 
confidentiality” required of healthcare providers “with respect to medical information disclosed to the business.”34 The 
failure to comply with either provision may expose businesses to a civil action for compensatory or punitive damages 
and, if the violation results in personal injury or economic loss, is punishable as a misdemeanor.35 

In essence, the California law expands the universe of businesses that will be obligated to comply with HIPAA-level 
protections. The practical import of this change is uncertain, since many of these same businesses likely already 
would be considered “business associates” under HIPAA. Nonetheless, companies offering personal healthcare records 
online or through a mobile application should ensure that their practices comply with California’s amended CMIA. 

                                                
31 Cal. Civ. Code § 56.06. 

32 Health Insurance Portability and Accountability Act of 1996 (HIPAA), Pub. L. No. 104-191, 110 Stat. 1936 (codified as amended in scattered 

sections of 18, 26, 29, and 42 U.S.C.). 

33 A.B. 658 §1, 2013-14 Reg. Sess. (Cal. 2013), available at 

http://leginfo.legislature.ca.gov/faces/billTextClient.xhtml;jsessionid=95b2dd6f425d857dfe3bd7bac036?bill_id=201320140AB658. 

34 Id. 

35 See Id. at Legislative Counsel’s Digest. 

http://leginfo.legislature.ca.gov/faces/billTextClient.xhtml;jsessionid=95b2dd6f425d857dfe3bd7bac036?bill_id=201320140AB658
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Privacy of Consumer Electric or Natural Gas Usage Data 
 

California recently passed A.B. 1274, a new law protecting data on its citizens’ usage of electric and natural gas.36 The 
law, which takes effect on January 1, 2014, has three key provisions: 

 It prohibits businesses from sharing, disclosing or otherwise making accessible to a third party a 
customer’s electrical or natural gas usage data without obtaining the customer’s express consent and 
“conspicuously disclosing to whom the disclosure will be made and how it will be used.”37 

 A business that, after obtaining consent, shares a customer’s electrical or natural gas usage data 
“pursuant to a contract with a nonaffiliated third party, shall require by contract that the third party 
implement and maintain reasonable security procedures and practices . . . to protect the data 
from unauthorized access, destruction, use, modification, or disclosure.”38 

 When a business is no longer going to retain records regarding a customer’s data, it must “take all 
reasonable steps to dispose, or arrange for the disposal,” of any data within its custody or 
control. A business may comply with the law by shredding, erasing, or “otherwise modifying the data . . 
. to make it unreadable or undecipherable through any means.”39 

Customers harmed by the release or unauthorized use of their data may bring a civil action to recover actual damages 
of up to $500 for each willful violation.40 

The new law seems clearly to have been motivated by mounting concern over the privacy implications of “smart 
appliances”—what Federal Trade Commission Chair Edith Ramirez famously has called “the internet of things”—and, in 
this case, the proliferation of smart-monitoring of utilities. Much about a person can be gleaned from the patterns of 
their power usage. The new California law is designed to address that concern. 

                                                
36 A.B. 1274, 2013-14 Reg. Sess. (Cal. 2013), available at http://leginfo.legislature.ca.gov/faces/billNavClient.xhtml?bill_id=201320140AB1274. 

37 Id. at § 1. 

38 Id. (emphasis added). 

39 Id. 

40 Id. 

http://leginfo.legislature.ca.gov/faces/billNavClient.xhtml?bill_id=201320140AB1274
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Expansion of California Privacy Protections Not Without Limits 
 

Gov. Brown’s enthusiasm for extending privacy protections is not without limits, however, as demonstrated by his 
recent veto of S.B. 467.41 The bill, introduced by Sen. Mark Leno (D) and sponsored by the Electronic Frontier 
Foundation, would have required law enforcement to receive a warrant from a magistrate before obtaining wire or 
electronic communications stored, held or maintained by an Internet service provider.42 In addition, absent an 
exception, law enforcement would have been obligated to notify a user within three days of accessing their electronic 
communications.43 In justifying his veto, Gov. Brown asserted that the bill “imposes new notice requirements that go 
beyond those required by federal law and could impede ongoing criminal investigations.”44 

Federal Requirements 

Currently, under the Electronic Communications Privacy Act (“ECPA”),45 federal law enforcement must demonstrate 
probable cause to obtain a search warrant for unopened emails that are fewer than 180 days old but can obtain other 
stored electronic communications through a grand jury subpoena or a court order. 

U.S. Senate Judiciary Committee Chairman Patrick Leahy, D-Vt., and House Judiciary Committee Chairman Bob 
Goodlatte, R-Va, have led efforts to reform the outdated ECPA, but Congress has yet to pass legislation to amend the 
27-year-old law. Opponents of reform have shared Gov. Brown’s concerns regarding the effect on law enforcement. 
Republicans’ criticisms of previous attempts at ECPA updates have centered on fears that police investigations could 
be hampered by the proposed heightened standards for obtaining search warrants for online communications, 
particularly in emergency investigations such as child kidnapping. Notably, however, the Department of Justice 
(“DOJ”) has expressed its support for ECPA reform and for elimination of the 180-day exception. 

                                                
41 S.B. 467, 2013-14 Reg. Sess. (Cal. 2013), available at http://leginfo.legislature.ca.gov/faces/billNavClient.xhtml?bill_id=201320140SB467. 

42 Id. at § 2. 

43 Id. Under the proposed amendments to Cal. Pen. Code section 1524.5, notification of the existence of a warrant could be delayed if it would 

have “an adverse result,” as defined in section 1524.2. S.B. 467, supra note 32, at § 2 (proposing language for Cal. Pen. Code § 1524.5(a)). Such an 

adverse result would occur when notification of the warrant’s existence would result in (1) danger to an individual’s life or physical safety; (2) “flight 

from prosecution”; (3) “[t]he destruction of or tampering with evidence”; (4) “[t]he intimidation of potential witnesses”; or (5) “[s]erious jeopardy to an 

investigation or undue delay of a trial.” S.B. 467, supra note 32, at § 1 (providing proposed language for Cal. Pen. Code § 1524.2(a)(2)). 

44 Letter from Gov. Edmund G. Brown, Jr. to Cal. State Senate (Oct. 12, 2013), available at 

http://gov.ca.gov/docs/SB_467_2013_Veto_Message.pdf. 

45 Electronic Communications Privacy Act of 1986, Pub. L. No. 99-508, 100 Stat. 1848 (Oct. 21, 1986), codified at 18 U.S.C. §§ 2510-22, 2701-

11, 3121-26. 

http://leginfo.legislature.ca.gov/faces/billNavClient.xhtml?bill_id=201320140SB467
http://gov.ca.gov/docs/SB_467_2013_Veto_Message.pdf
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If you have any questions concerning these developing issues, please do not hesitate to contact any of the following 
Paul Hastings lawyers: 

Washington D.C. 

Behnam Dayanim 
1.202.551.1737 
bdayanim@paulhastings.com 

Sherrese M. Smith 
1.202.551.1965 
sherresesmith@paulhastings.com 

Mary-Elizabeth M. Hadley 
1.202.551.1750 
maryelizabethhadley@paulhastings.com 

San Francisco 

Paul M. Schwartz 
1.415.856.7090 
paulschwartz@paulhastings.com 

Thomas P. Brown 
1.415.856.7248 
tombrown@paulhastings.com 

Thomas A. Counts 
1.415.856.7077 
tomcounts@paulhastings.com
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