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F r o m L i f e- S a v i n g to L e th al :
P r o d u c t L i a b i l i ty A ft e r a C y b e r at ta c k
A hacker breaking into your email and stealing your passwords is bad. A hacker
delivering a fatal dose through your insulin pump or remotely disabling your carʼs
braking system is far worse. The Internet of Things presents significant challenges
for cybersecurity, and exposes innovative manufacturers to untested claims for
product liability. Although case law is virtually nonexistent, manufacturersʼ legal
vulnerabilities are not. The historic framework for strict liability and negligence
claims will inevitably be grafted onto claims for physical harm resulting from
cybercrime directed toward connected devices. Regardless of the legal nuances
courts ultimately apply, manufacturers can limit their potential liability with five
proactive steps.
Product liability claims are traditionally based on a theory of strict liability or
negligence. For example, the manufacturer of an insulin syringe that fails due to a
manufacturing defect faces strict liability for resulting physical harm. However, if
the insulin syringe fails due to a design flaw, a manufacturer is strictly liable only
where the syringeʼs design was unreasonable. Software flaws could qualify as
manufacturing or design defects, depending on the case. In an era where
“security by design” is the evolving standard, injuries from products caused by
cyberattacks on the productsʼ software are likely to be approached under a design
defect theory.

Yet current case law offers almost no guidance on what liability may attach when
a connected device causes injury because its software was hacked. Industry
standards (and, therefore, the legal standards of care) for cybersecurity are
uneven and evolving every day, and no software is completely secure from
malicious cyber intrusions. When should manufacturers be liable for intervening
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criminal acts of hackers? Courts will likely have a difficult time assessing whether
a security gap was unreasonable, whether a standard of care was breached, or
whether an intervening criminal act should absolve the manufacturer of liability.
Nonetheless, companies can apply standards of reasonableness and industry
norms to their businesses now, and reduce their risk of liability in five ways:

1. Prioritize security. Prioritizing software security not only reduces the risk of a
successful attack, it demonstrates the reasonableness of the security measures in
place, potentially eliminating tort liability.
2. Hire a cybersecurity advisor. A cybersecurity advisor can help assess the
risk of products and their software, and recommend safeguards.
3. Document security efforts. Once implemented, companies should record all
steps taken to secure the software, and put mechanisms in place to ensure longterm vigilance.
4. Have a plan for response and containment. Planning for containment of
and a rapid internal and external response to an attack is an effective way to
minimize damages.
5. Know the standards in your industry. Companies should know evolving
security standards in their industry and join the conversation to ensure they are
not left behind.
Although few, if any, cyberattacks have resulted in deadly damages, benign
hackers have proven that lethal hacks are possible. Courts may hold
manufacturers responsible for harm caused by unreasonable vulnerabilities.
Given the exposure at stake, manufacturers cannot afford to wait for hackers or
the law to catch up before taking action.
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