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Funds with Check Writing Privileges Must 
Establish Identity Theft Prevention Programs by 
November 1st 
FROM THE INVESTMENT MANAGEMENT PRACTICE GROUP 

 
Effective November 1, 2008, most investment 
companies that offer check writing privileges to 
shareholders will be required to have established 
and obtained board approval of an Identity Theft 
Prevention Program, pursuant to certain rules 
recently adopted by the Federal Trade Commission 
under the 2003 amendments to the Fair Credit 
Reporting Act1. This program is part of the 
compliance requirements for the “Red Flag” Rules 
that were adopted by the FTC and five other 
federal agencies (the Office of the Comptroller of 
the Currency, the Board of Governors of the 
Federal Reserve System, the Federal Deposit 
Insurance Corporation, the Office of Thrift 
Supervision, and the National Credit Union 
Administration) in 2007.  

The Identity Theft Prevention Red Flag Rules were 
promulgated pursuant to the Fair and Accurate 
Credit Transaction Act of 2003 and published in 
November 2007. Under the rules, “financial 
institutions” and creditors with “covered accounts” 
must have identity theft prevention programs in 
place and operating by November 1, 2008. The 
programs must identify, detect, and respond to 
patterns, practices or specific activities that could 
indicate an account holder has been the victim of – 
or is engaged in – identity theft.  

Definitions 

“Transaction account” is an account where the 
account holder is permitted to make withdrawals 
by negotiable or transferable instrument, payment 
orders of withdrawal, telephone transfers, or 
similar items for the purpose of making payments 
or transfers to third persons or others. Accounts 
which offer check writing privileges are 
“transaction accounts” under these rules.  

Financial institution” includes any state or 
federal bank, state or federal loan association, 
mutual savings bank, state or federal credit union, 
or any person that directly or indirectly holds 
a transaction account belonging to a 
consumer. The staff of the SEC has confirmed 
that to the extent an investment company’s 
shareholders are permitted to make withdrawals 
(redemptions) payable to third persons by check, 
transferable or negotiable instruments, or similar 
items (e.g. debit cards), the investment company 
is a “financial institution” for purposes of these 
requirements because it holds a “transaction 
account” for clients. 

“Covered account” includes an account 
maintained primarily for personal, family or 
household purposes that involves or is designed to 
permit multiple payments or transactions; and any 
other account, including a business account, that 
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poses “a reasonably foreseeable risk to customers 
or the safety and soundness of the creditor from 
identity theft, including financial, operational, 
compliance, reputation and litigation risks.” 

Establishment of a Program 

The FTC has advised that even though all financial 
institutions with covered accounts must establish 
and implement a written identify theft prevention 
program, there is some flexibility. Each 
institution’s program may be designed as 
appropriate to the size and complexity of the 
business and the nature and scope of its activities, 
as long as it will detect, prevent and mitigate 
identity theft in connection with existing and new 
accounts. The Program must include reasonable 
policies and procedures to: 

• Identify relevant “Red Flags” for the 
covered accounts that the financial 
institution offers or maintains and 
incorporate them into the financial 
institution’s Program; 

• Detect Red Flags that have been 
incorporated into the Program; 

• Respond appropriately to any Red 
Flags that are detected to prevent and 
mitigate identity theft; and 

• Ensure the Program is updated 
Periodically to reflect changes in risks to 
customers and to the safety and 
soundness of the financial institution from 
identity theft. 

“Red Flags” include: 

• Alerts, notifications or other warnings 
received from consumer reporting 
agencies; 

• Notices from customers, victims of identity 
theft or law enforcement officer; 

• Suspicious documents such as forgeries or 
a photo description that does not match a 
person; 

• Suspicious personally identifying 
information (e.g., inconsistent or 
mismatched addresses, Social Security 
numbers, etc.); and 

• Other events that indicate a likelihood of 
an occurrence of identify theft. 

The rule requires that the financial institution: 

• Obtain approval of the initial written 
Program from either the institution’s board 
of directors or an appropriate committee 
of the board of directors; 

• Involve the board of directors, an 
appropriate committee thereof, or a 
designated employee (at the level of 
senior management) in the oversight, 
development, implementation, and 
administration of the Program; 

• Train staff, as necessary, to effectively 
implement the Program; and 

• Exercise appropriate and effective 
oversight of service provider 
arrangements. 

Each financial institution or creditor that is 
required to implement a Program must consider 
the guidelines in Appendix A of Part 681 to the 
Final Rule and include in its Program those 
guidelines that are appropriate. The Final Rule can 
be found at: 

http://ftc.gov/os/fedreg/2007/november/071109r
edflags.pdf  
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1 See, Identity Theft Red Flags and Address Discrepancies Under the Fair and Accurate Credit Transactions Act of 2003, Final 
Rule, 72 Fed. Reg.63718 (November 9, 2007) and FTC rule 681.2. 


