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On December 4, 2003, President Bush signed 
into law H.R. 2622, the Fair and Accurate Credit 
Transactions Act of 2003 (FACTA), amending the 
Fair Credit Reporting Act (FCRA) in a number of 
ways.  Although FACTA aims primarily to prevent 
identity theft, improve resolution of consumer 
disputes and increase consumer access to credit 
information, one provision of the new law fixes 
a problem that employers who retain a third 
party to investigate misconduct in the workplace 
have faced for the last four years.  This problem 
arose when the Federal Trade Commission (FTC), 
the administrative agency with jurisdiction over 
FCRA matters, issued a controversial opinion 
letter in 1999 in which it concluded that a 
sexual harassment investigation conducted by an 
employer’s outside legal counsel fell within the 
scope of the FCRA protections.  FTC Opinion 
Letter, April 5, 1999, at p. 2 (Vail letter).  In the 
Vail letter, the FTC opined that such employee 
misconduct investigations were subject to the 
FCRA requirements that the employer disclose to 
the subject employee the nature and scope of the 
investigation and obtain his or her permission to 
conduct the investigation.  Thus, for example, an 
employer who retained accountants to investigate 
possible embezzlement was at risk of violating the 
FCRA if it did not ask the suspected employee for 
permission to go forward with an investigation.

In FACTA, Congress provides the long-awaited 
response to the Vail letter and establishes a 
common sense exception to the FCRA for certain 
types of workplace misconduct investigations 
conducted by outside investigators.  In such cases, 
an employer no longer must provide advance 
notice of the investigation to the employee 
or obtain his or her authorization to conduct 
the investigation.  While FACTA includes an 
obligation to disclose some information to the 
subject employee, the required disclosure is much 
more limited than in the case of other reports 
under the FCRA.  Specifically, an employer now 
must only provide summary information and need 

not provide this information unless and until it 
takes an adverse action.  The provision in FACTA 
amending the FCRA in this regard takes effect on 
March 31, 2004.

FCRA Applicability

Section 603 of the FCRA defines a “consumer 
report” as “any written, oral, or other 
communication of any information by a 
consumer reporting agency [a person or entity 
that gathers information for a fee] bearing on 
a consumer’s creditworthiness, credit standing, 
credit capacity, character, general reputation, 
personal characteristics, or mode of living which 
is used or expected to be used or collected in 
whole or in part for the purpose of serving 
as a factor in establishing the consumer’s 
eligibility for . . . employment,” and defines an 
“investigative consumer report” as a “consumer 
report or portion thereof in which information 
on a consumer’s character, general reputation, 
personal characteristics or mode of living is 
obtained through personal interviews with 
neighbors, friends, or associates of the consumer 
reported on or with others with whom he [or 
she] is acquainted or who may have knowledge 
concerning any such items of information.” 
(Emphasis added.)

The New Exemption

FACTA amends Section 603 to exclude from 
its coverage “communications” made under the 
following circumstances:

• The communication is made to an employer 
in connection with an investigation;

• The investigation concerns either:  
(1) suspected misconduct relating to 
employment, or (2) compliance with federal, 
state or local laws and regulations, the rules 
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of a self-regulatory organization,1 or any pre-
existing written policies of the employer;

• The communication is not made for 
the purpose of investigating a person’s 
creditworthiness, credit standing, or credit 
capacity; and

• The communication is not provided to any 
person except (1) the employer or an agent 
of the employer, (2) any federal or state 
officer, agency or department, or any officer, 
agency or department of a unit of general 
local government, (3) any self-regulatory 
organization with regulatory authority 
over the activities of the employer or 
employee, (4) as otherwise required by law, 
or (5) pursuant to Section 608 of the FCRA 
(which allows a consumer reporting agency to 
disclose personal identification information to 
a government agency).

If an investigation conducted by a third party 
at the request of an employer satisfies each 
of the foregoing provisions, the employer is 
excused from complying with the FCRA’s provi-
sions requiring: (1) that the employer disclose 
the nature and scope of the investigation to the 
person under investigation; (2) that the person 
authorize the investigation in writing; (3) that the 
employer provide the person a copy of the results 
of the investigation (i.e., the report) before taking 
any adverse action based in whole or in part on 
the report; and (4) that the employer provide the 
person information after taking adverse action 
notifying the person of the adverse action and 
providing detailed information about the investi-
gator, the investigation results, and the person’s 
rights under the FCRA.

As noted above, FACTA does not eliminate all 
disclosure obligations for investigations that fit 
within the exemption.  However, the new rule 
is reasonable and does not include the illogi-
cal requirement of authorization by the subject 
employee as a prerequisite to conducting the 
misconduct investigation.  Under FACTA, the 
employer must only provide the subject of the 
report “a summary containing the nature and 
substance of the communication upon which the 
adverse action is based.”  More importantly, the 
employer need not provide this summary unless 

and until it takes some adverse employment action 
based in whole or in part on the information it 
received from the investigator.  In addition, the 
employer does not have to identify the sources
of the information it receives (as the FCRA other-
wise requires) if it obtained the information solely 
for the purpose of the investigation.

Conclusion

FACTA puts to rest the controversy sparked by 
the Vail letter by making it clear that employee 
misconduct investigations conducted by an 
outside investigator are not subject to the FCRA’s 
disclosure and authorization requirements.  
However, FACTA does not affect the applicability 
of the FCRA to routine background and credit 
checks.  The FCRA’s disclosure and authorization 
requirements still apply to these types of 
investigations.  In states that have counterparts to 
the FCRA, like California, employers must also 
comply with those laws to the extent they impose 
different or more stringent requirements than 
the FCRA.  Employers should consult with their 
employment law counsel to determine whether 
a particular investigation fits within the newly-
created exemption and to ensure compliance with 
applicable federal and state requirements.

Notes

1 A “self-regulatory organization” means an organization as 
defined in Section 3(a)(26) of the Securities Exchange Act 
of 1934; any entity established under Title I of the Sarbanes-
Oxley Act of 2002, any board of trade designated by the 
Commodity Futures Trading Commission (CFTC); and any 
futures association registered with the CFTC.

If you have any questions regarding FCRA, FACTA 
or any other employment law concerns, please 
don’t hesitate to contact your local Paul Hastings 
representative or the below attorneys:

Stephen L. Berry (714) 668-6246
stephenberry@paulhastings.com

John F. Hyland (415) 856-7033
johnhyland@paulhastings.com
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