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Linking agreements.  Co-branding.
Advertising contracts.  Website
development agreements.  E-commerce
retail fulfillment.  The list of contracts
with the Internet or electronic commerce as a
focus grows daily.  Their sheer variety and
number make it difficult to address them in
any general way.  Nevertheless, a few
observations seem worthwhile.

Why is such a checklist important?
Frequently, seasoned veterans in traditional
companies, experienced in negotiating
traditional, off-line contracts, feel lost when
assaying an Internet-centered or technology-
focused relationship.  Basic and
fundamental questions remain unaddressed
until the eleventh hour – or until after the
contract is executed and a misunderstanding
becomes apparent.  Conversely, particularly
in the “go-go” New Economy, emerging
businesses often do not take the time to
consider carefully the range of legal and
business questions inherent in often-tedious
and obscure contractual provisions.  Yet,
failure to anticipate and address the
problems one may encounter at the start is
an open invitation to disappointment and
business failure down the road.

The first thing to remember about
technology and Internet agreements is that,
in large measure, the rules are the same.

The same sorts of issues must be addressed
– scope of obligations, warranties,
indemnifications, limitations on liability,
provisions for termination and the like.
But, they often arise in different contexts
and carry different implications.  In
addition, given the nature of the Internet,
these contracts do raise some entirely new
questions that need to be considered.  This
brief checklist attempts to highlight some
of the more prominent issues that may
arise in these types of agreements.

Unique Internet Provisions

These provisions
have no close
analog in the
off-line world but
are vital
components of
many types of
Internet contracts.

Look And Feel

You can’t touch, taste, or feel a website.  (At
least, not yet.)  Websites do not vary in
shape or physical dimension.  The sole way
in which sites distinguish themselves from
others is through their “look and feel.”
Look and feel includes the design, logos,
banners, navigation bars and tools, graphics,
typeface, page layout, object placement, and

other features of the site and is one of its
key value components.  Look and feel is
critical to maintaining user familiarity and
recognition.

• Parties negotiating to develop a
co-branded site must grapple with the
question of which party’s look and feel that
site will resemble.  Under what
circumstances can the other party modify
that look and feel?

• Any linking agreement should include
look and feel guidelines for the new site,
delineate the circumstances under which
changes to those guidelines can be made (if
at all), and who will pay to make the changes
and, if  necessary, promote the modified
look and feel to the public.  Parties
negotiating to develop a new site must
ensure that the specifications for the site’s
look and feel are clearly described.

Site Delivery, Management and
Performance

Co-branding,  site hosting, site
development and similar agreements must
clearly allocate website delivery, management
and performance responsibilities.  These by
far are the most significant and frustrating
questions contracting parties typically face.
If not adequately addressed at the start of
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the relationship, they are the kind that most
frequently lead to disputes and hard feelings
down the road.

Questions include:

• What kind of resources will the developer
devote to the contract?  Are there
commitments to specifically identified
individuals?  Can the developer sub-contract
some of  the services it has agreed to
perform?

• Are there clearly defined benchmarks?
What is the recourse for failure to meet
them?

• When and how often will maintenance be
conducted?  Will site maintenance preclude
user access?

• What kind of performance variables
should one require – specific technology
solutions, precise performance benchmarks
(e.g., each page must load on a 56K narrow
connection within 30 seconds), or more
general criteria?

• At the end of  the day, the client always
should retain the ultimate right to refuse
acceptance of a site that does not meet its
expectations.

Reality check:  In the software/website
development and consulting business these
days, it is a seller’s market.  In many
situations, developers can, and do, dictate
terms.  Nevertheless, clients should not
“roll over”; better to reject an unfair
agreement and spend a bit longer looking
for the “right” developer than swallow a
contract that seems expedient in the short
term but leaves you high and dry later.

Negotiating Tip:  Business folks should
not attempt to negotiate these issues on
their own.  Too often, they (and their
lawyers) lack the knowledge base to know
what they really need.  Involvement of
savvy technical staff  is a must.  Today, even
the most old-line company generally has an
information technology or support
department with some personnel capable of
providing insight or guidance.  If not, a
(not altogether adequate) substitute may be
truly tech-conversant counsel.

Tracking Site Traffic

Often, Web agreements base payment, or
other actions, on traffic to, or purchases
from, a particular site.  (See discussion of
payment below.)  For this reason, how
traffic is calculated is of paramount
importance.

• Avoid dispute by delineating carefully and
precisely how this will be done.  In some
instances, it also may be wise to afford sole
discretion to one party to conduct the
calculation, provided that it adheres to the
specified method.  Recourse in the event of
dispute often is narrowly confined (e.g.,
termination of the contract).

Old Issues/New Spin

These issues will be familiar to those
accustomed to off-line agreements, but
enjoy new twists in the electronic context.

Force Majeure

Here’s an example of  an old-style,
pre-Internet
provision that
must be updated in
the Internet world
to include events
that, while not
catastrophic “acts
of God” in the
ordinary sense,
could disrupt transmissions or site
availability.

• Man-made events – e.g., hacking – also
should be considered a possible force majeure
event.

• Internet transmission and similar failures
may be treated expressly as force majeure

events or addressed through use of
disclaimers and limitations of liability – or
both.  Parties contracting in situations where
ubiquitous, reliable, speedy access to the Net
is imperative need to consider carefully how
these issues should be addressed.

Intellectual Property Rights

In any agreement through which one or
both parties are providing technology,
software, or consulting services,
ownership of the intellectual property
contributed to and resulting from the
enterprise must be carefully addressed.
Entities hiring consultants also should
consider the possibility that a consultant
may be discharged or otherwise cease
working for the client in the future.

• Failure to demand ownership of source
code used to develop the client’s product
may make it difficult for a new consultant to
effect modifications or enhancements.

• At a minimum, the client should consider
some sort of escrow arrangement, through
which it can obtain the source code in the
event the consultant retires, disappears, or
otherwise ceases operations.

• A developer should take care to
distinguish carefully between pre-existing or
generally applicable “background”
technology and applications developed for
the specific uses of the client.  If the two are
not treated differently, the developer may
find itself precluded from using some of
the very know-how it believes is most
valuable.

• One area that sometimes leads to
contention is non-competes.  Clients often do
not want their developers applying lessons
learned on behalf of the clients’
competitors.  Developers, on the other
hand, looking to maximize their market
opportunities, prefer just the opposite.
Even in the absence of an explicit
non-compete, clients (justifiably) wish to
prevent disclosure to competitors by the
clients’ developers of confidential
information gained through their projects.
Precision in drafting confidentiality
provisions in contracts acquires even greater
significance when viewed through this
prism.



Reality Check:  Again, as noted above, this
is a seller’s market when it comes to
development and consulting services.  The
willingness of developers to negotiate these
issues is correspondingly lower than it
otherwise might be.  Moreover, clients often
are unreasonable in this area, demanding
ownership of technology that is
fundamental to the developer’s ability to do
business.  Both sides must moderate their
demands and focus on what is truly
important.

Warranties And Indemnifications

Part of any agreement, certain warranties
and indemnifications assume special
importance when it comes to the Internet
and to electronic technology or software.
Intellectual property (copyright and
trademark), defamation and obscenity are
three easily identifiable subjects of these
provisions.  These provisions are extremely
important in website linking or
co-branding agreements, contracts for
advertising or content, development
contracts, and other agreements that
involve the exchange or provision of
intellectual property.  Each party should
warrant to the other that the content,
technology, or software it is providing or
using for purposes of the agreement does
not infringe another’s intellectual property, is
not defamatory and is not obscene.  Other
guarantees include that content provided for
a site or ad does not violate any rights to
privacy or of  publicity.

Privacy

Privacy is important
in another context,
as well.  Parties need
to establish clearly
who owns
information

collected from visitors and what uses can be
made of that information.

• Each party should agree to respect the
other’s privacy policy in its use of  personal
information acquired from the other.

• Agreements and privacy policies also
should be formulated with the obligations
imposed by U.S. and individual states’ laws
(e.g., information from children, use of
personal financial information) and
international restrictions (e.g., the European
Union’s data privacy directive and the U.S./
EU safe harbor guidelines) in mind.

Security

Closely related to privacy is security.
Depending on the nature and extent of the
parties’ relationship, the agreement might
impose a number of obligations in this
area. Issues to consider include:

• What obligation a “hosting” party must
take to ensure that servers and data are
secure.

• Again, whether to impose specific
technological solutions, non-technical
performance criteria, compliance with
industry standards and the like.

Negotiating Tip:  As noted above, here,
too, involvement of  technical expertise in
formulating one’s position is crucial.
Knowledge of information security
techniques – use of encryption, firewalls and
similar technological and human-resource
measures – is vital to identifying true
sources of concern.

Promotional Efforts

The parties need to give thought to what
types of promotional efforts are appropriate
for the sector in question and to what extent
a linking, co-branding or other
promotional agreement should delineate
those efforts.

• Possibilities include banner or other
advertising, listing with search engines, and
old-fashioned print or broadcast.

Payment

Payment issues are ubiquitous to all types
of contracts.

• In linking or co-branding agreements,
payments may be based on impressions,
numbers of unique users or fees for
referrals that lead to actual purchases on the
other site.

• Software or site development contracts
should peg payments to benchmarks that
are actually met and should establish strict
procedures for determining the acceptability
of work product (e.g., work to which the
recipient does not object within “x” days of
completion is “deemed” accepted).

Termination

Termination is an issue to be addressed in
any kind of  agreement, but deserves
particular consideration in the Internet
context where the 30 or 60 days that are
standard elsewhere may deprive one or both
of  the parties of  needed flexibility.

Liability

It is popular in technology and Internet
contracts, particularly where both parties are
participants in the “New Economy” and are
emerging growth companies, to limit
recourse in the event of termination
dramatically, often to “fees paid” or some
(usually arbitrary) low monetary figure.
While this approach has its allure (and,
indeed, is often recommended by this
author), parties should consider carefully
whether this protects their interests.  It
undoubtedly makes for a speedier and less
contentious negotiation, but, for
mission-critical agreements where failure to
perform means corporate demise, that early
speed may be scant comfort to the defunct
or mortally wounded party in the event of
later recrimination.

Choice of Law and Forum

The Internet is a borderless medium.
Customers may be located anywhere.  Thus,
it is essential that shrink-wrap,
click-through and other standardized
agreements specify a choice of law and



forum to which the parties consent any
dispute must be brought.  Those
provisions may not always be enforceable,
but it is better to have than to not.

Export Controls

Similarly, many Web contracts, particularly
shrink-wrap or click-through
agreements, must include provisions
designed to assure compliance with export
restrictions.  The parties must warrant to
comply with U.S. (and other applicable)
export control law, and the U.S. party must
be careful to erect measures designed to
prevent unauthorized exports.

• This issue takes on a different twist in
the context of a development contract
or consulting arrangement.  In that case,
the U.S. party must be careful to ensure
that the developer or consultant to whom
the U.S. party will expose its technology or
software is not a national of a country the
export to which would require an export
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license.  Providing controlled technology
or software to a foreign national, even in
the U.S., is “deemed” in many
circumstances under U.S. law to be an
export to that national’s country of
citizenship.

Confidential Information/
Non-Solicitation/Non-Compete

These sets of familiar issues acquire
particular salience in the Internet and
technology contexts, where a company’s
intellectual capital is by far its most
valuable.  Stringent confidentiality
agreements are a minimum.
Non-solicitation and non-compete
provisions also should be given serious
consideration.

Identity

Finally, unlike in the off-line world, in
certain on-line settings ( e.g., click-through,
electronic contracts), the parties may wish

to consider how they will verify the other
contracting party’s identity.  Options run
the gamut, including, among others,
simple passwords or PINs, public-key
cryptographic exchange of digital
signatures, and biometric signatures (e.g.,
retinal scans, fingerprints, or electronic
reproduction of handwritten signatures),
to name a few.

* * *

This is just a brief snapshot of the issues
that are presented when contracting in the
Internet or technology space.  The bottom
line:  Be prepared, and do not be afraid to
ask questions.  Better to clear up potential
ambiguities and avoid areas of concern
early, than wait until the first problem or
misunderstanding arises.  Otherwise, rest
assured that contract litigation is one “old”
problem that will not hesitate to take up
residence in the New Economy.


