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The law took a significant step forward into
the electronic age with the recent passage,
after more than a year of effort, of the
Electronic Signatures in Global and
National Commerce Act (“E-SIGN” or
“Act”).  The Act, most (but not all) of
which takes effect October 1, 2000,
represents both a recognition of the growth
of e-commerce and an emerging consensus
regarding the types of legal rules best suited
to foster its continued expansion.

What does E-SIGN do?  Well, in short, it
stipulates that the validity of an electronic
record or signature cannot be denied solely
because it is in electronic form – a seemingly
simple concept, but one that works a
fundamental change in existing contract law.
The touchstone of the Act is consent.  By
extending the bounds of contracts and
other records beyond paper, E-SIGN
recognizes that private parties, freely
interacting with one another, may prefer
alternatives to pen and ink.  The Act
empowers them to select those alternatives.

Let’s step back for
a second in order
to understand
how, pre-E-SIGN,
the law worked.

The “Old” Days

Two parties wish to contract together for the
sale of  a good or service.  The validity of
that agreement typically is governed by state
contract law.  For sales of  goods of more
than a nominal amount ($500), all states
have adopted some form of the Uniform
Commercial Code.  The UCC, and related
common-law and statutory doctrines,
traditionally have required that most
contracts be in writing in order to have legal
effect.

In addition,
state and federal
consumer
protection laws
in a variety of
areas have
required that
businesses
provide
consumers with
disclosures of their rights and obligations,
again in writing.  (Think of  the last time you
bought a car or house.)

Finally, many state and federal agencies
require companies in regulated industries to
maintain records of transactions or other
business activities – again, almost always in
writing.

With the explosion in electronic
transactions, state and federal regulators
have begun modifying those rules to allow
for electronic alternatives.  However, the
states have adopted a patchwork of laws,
some of which apply only to specific types
of transactions and others that require or
grant preferential treatment to particular
electronic signature technologies
(e.g., public-key “digital”
signatures).

This led to innumerable
problems for
e-businesses.  In many
instances, as just noted,
state laws did not allow
for electronic analogs to
writings, prohibiting use
of an electronic record or
signature altogether.  In
others, states permitted the use of
electronic media but, because they required
the use of specific technologies, created
hurdles to their use that made them
impractical.  An on-line business in State A
dealing with customers in State B, with
information traveling over servers in State C
faced a quandary in trying to determine
whether an electronic contract would be
deemed valid and whether any
technology-specific criteria or procedural
hurdles needed to be surmounted.
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To their credit, the states recognized this
problem and responded with a proposed
model law called the Uniform Electronic
Transactions Act (“UETA”).  Proposed by
an inter-state organization, the National
Conference of Commissioners of Uniform
State Laws, in the summer of 1999, UETA
applies to a wide range of transactions and
embraces a technology-neutral approach that
allows the parties to determine what kind
of signatures and records they wish to use.
Although states have acted more quickly to
enact UETA than many anticipated (almost
20 so far this year), in many instances the
results have been disappointing.

Several states have enacted exceptions to
UETA that carve out whole categories of
activity from its compass.  UETA itself
invites such exceptions by expressly
including a provision allowing for their
insertion.  California, perhaps the most
notorious example of a state that has
accepted that invitation, incorporated
dozens of exceptions in its version of
UETA.  Moreover, the drafters of UETA
left a rather significant loophole – present
even in the unmodified version of the law –
that leaves unaffected underlying state laws
that specify a method of delivery for a
record (e.g., certified or even ordinary
first-class U.S. mail).  Thus, a notice or
disclosure, for example, may be legally
effective in electronic form, but the state still
may require delivery of the document on a
physical medium.  A record provider under
this scenario would be able to generate the
record electronically, but then would need to
copy it onto a floppy disk or CD-ROM and
ship it by certified mail.  Obviously, despite
good intentions, UETA by itself promised
neither a wholly electronic alternative nor
uniformity across state boundaries.

Online businesses were left with frustrating
uncertainty.  For small transactions payable
by credit card, the risks were small, and
those kinds of transactions continued to
increase.  But for major financial interactions
– financial services, insurance, and the like –
the jump to fully on-line contracting
remained too risky for all but a few.

The E-SIGN Solution

After much debate, the federal government
stepped in.  Originally conceived only as a
stop-gap measure until states were able to
enact UETA, E-SIGN developed into a
much more far-reaching and significant
legislative effort.

As already noted, the principal innovation
of the Act is its fundamental insistence that
a record (including a contract) or signature
cannot be denied legal validity solely because
it is in electronic form, so long as the parties
have consented to its use.  The Act defines
electronic signature to include any “electronic
sound,
symbol, or
process”
attached to or
associated
with a record
that the
parties intend
to be a
signature.  It
does not
mandate any technical criteria; again, that
determination is left to the parties freely to
agree.  (Notably, the Act specifically excludes
oral conversations or recordings of oral
conversations from its scope.  Left
ambiguous – and the subject of some
dispute among the Act’s congressional
sponsors – is whether the electronic
transcription of an oral communication
would suffice.)

E-SIGN also includes a much broader range
of transactions than are included in many
state laws – virtually any type of “business,
consumer or commercial” endeavor,
including the traditionally state-regulated
arena of insurance.  The Act excludes
governmental affairs (for example, the
collection of signatures on a ballot petition)
and certain specific types of records
(including workplace and other notices that
must be publicly affixed or displayed,
termination or default notices for mortgage,
rent, life or health insurance, and the like).
In addition, in a separate provision, the Act

makes clear that it does not apply to
documents that must be filed with state and
federal governments.  Agencies’ ability to
require paper filings remains unaffected by
the Act.  (However, the Act does not
remove an entirely separate mandate, the
Government Paperwork Elimination Act,
that directs federal agencies to phase out
paper requirements wherever possible.)

The Act also stipulates, subject to some
limitations, that a provider that is obligated
by state or federal law or regulation to retain
records in writing may satisfy that
requirement electronically.  These “record
retention” provisions of the Act are
discussed in greater detail below.

The Act itself is rather extensive, and a
complete exposition of its at-times
less-than-clear provisions lies beyond the
scope of this Alert.  Nevertheless, a few
points seem worthy of mention.

Consumer Protection

Although E-SIGN represents a watershed
in legal recognition of electronic media,
there remains considerable discomfort on
the part of consumer groups, regulators
and others regarding the implications of
this electronic revolution.  For that reason,
Congress expressly stipulated that nothing
in the Act undermines or supersedes
existing consumer protection laws, other
than the simple requirement of a paper
“writing.”  Moreover, the Act imposes
additional requirements to address what
legislators believed were new hazards
uniquely associated with the electronic
medium.  These protections are primarily
designed to ensure knowing and meaningful
consent to the use of the electronic
medium.

Rather than address those requirements in
depth here, a short guide (in the form of
“Frequently Asked Questions” or “FAQ”)
to compliance appears at the end of this
Alert.  But, first, let’s touch briefly on
E-SIGN’s treatment of  the states and
federal regulatory authorities.



Treatment of State Laws

What does E-SIGN do to state laws?  It
preempts them, subject to a few exceptions:

First, if a state enacts a “clean” –
unamended – version of UETA, that
version of
UETA survives
the Act.   If the
state changes
UETA in any
way, the
divergent
provisions are
subject to the
same test that applies to other, non-UETA
laws that address the use of electronic
records or signatures.

Those laws are analyzed under the Act’s
second exception to preemption.  That
exception permits laws only if they are
consistent with the Act and do not “require,
or accord greater legal status or effect to, the
implementation or application of a specific
technology or technical specification.”

However, even a clean UETA does not
escape the Act’s compass entirely.  The Act
addresses the delivery “loophole” left in
UETA by forbidding use of the provision
to “circumvent” the purposes of the Act.
Effectively, this most likely means that states
cannot continue to require delivery of
records in paper or other tangible form but
instead must allow for the possibility of
electronic transmission.

Record Retention

With one exception, the Act affords very
little discretion to the states or federal
regulatory authorities to modify or limit its
purpose.  That exception?  The issue of
record retention.

As already noted, the Act allows regulated
companies to retain records electronically

rather than on paper.  State and federal
regulators, concerned that electronic
record-keeping could lead to fraud that the
agencies would not be able to discover,
insisted on certain safeguards.  A brief
explanation of these appears in the form of
a second FAQ at the end of  this Alert.
Essentially, the Act allows responsible state
and federal agencies to dictate performance
standards for record-keeping under certain
circumstances and even allows continued
imposition of paper retention where the
agency can make a defined showing of need.
How expansively agencies attempt to
construe this authority remains to be seen.

Finally, in recognition of  the perception that
it may take some time for agencies to sort
through the Act’s ramifications for retention
issues, the Act delays the effective date of
the retention provisions until March 1 of
next year.  However, even then, if an agency
has announced or proposed a rule-making
proceeding to prescribe regulations for
record-keeping, the retention provisions are
further delayed until June 1, 2001.

International Statement

Any discussion of the Act should make
brief mention, at least, of E-SIGN’s
international impact.  The United States is
not the first
entity to
address the use
of electronic
signatures.
The European
Union has
proposed its
own approach
toward
e-signatures
and records –
an approach very different from that of the
United States.  Among other things, the
E.U., led by Germany, endorses the use of  a
specific technology – public-key digital

signatures.  With passage of E-SIGN, the
United States emphatically has rejected that
approach, instead allowing the parties to
each transaction to determine what
technology best suits their needs.  Indeed,
Congress included in the Act an entire title
(III) lending support to U.S. negotiators
who have been pushing for adoption of a
technology-neutral approach in the
international arena.

A Significant Step

The Act does not eliminate distinctions
between electronic media and paper entirely.
Restrictions and limitations, some
necessitated by the different nature of
electronic media and others that are best
described as arising from fear of the
unknown, remain.  Nevertheless, the impact
of E-SIGN will be far-reaching.  In passing
the law, the United States has emphatically
given its stamp of approval to a new model
for conducting business.  In so doing, it has
thrown down the gauntlet in the
international arena in favor of empowering
private parties by legislating
technology-neutral and, for the most part,
de-regulatory approaches to electronic
commercial transactions.

For more information on E-SIGN, on
electronic contracts, signatures, or
records generally, or for a copy of the
Act, please contact Behnam Dayanim in
PHJ&W’s Washington, D.C. office, at
(202) 508-9564, or via email at
bdayanim@phjw.com.  Mr. Dayanim was
actively involved in helping to formulate
and advocate for E-SIGN before
Congress on behalf of members of the
financial services industry.  If you
currently receive the TeC Alert on
paper and wish to receive it
electronically, please provide your
e-mail address to Melissa Thomsen  at
mthomsen@phjw.com.



“FAQ” ON CONSUMER CONSENT
When is Consent required?

Whenever the law requires that a contract or record be provided or made available to a consumer in writing and you want to
do so electronically, you must obtain the consumer’s consent.

What do I as a record provider need to do?

Get affirmative consent from the customer, either electronically or on paper.  The request for consent must:

(1) Inform the consumer of whether she instead may request the record on paper;

(2) Inform the consumer of the right to withdraw consent and of the consequences if she does;

(3) Inform the consumer of whether the consent applies only to the particular transaction at issue or to “identified
categories of records” that may be provided throughout the course of your customer relationship;

(4) Tell the consumer how she may withdraw consent or update contact information;

(5) Inform the consumer of how she may obtain paper copies of electronic records and whether a fee will be charged
for those copies; and

(6) Provide the consumer with a statement of the hardware and software requirements necessary for access to and
retention of the electronic records.

Are there any special rules if I obtain a consent on paper?

You must obtain confirmation of  that consent electronically.

How must I obtain consent or confirmation of consent electronically?

An electronic consent or confirmation of consent should be obtained in a manner that “reasonably demonstrates” the
customer’s ability to access and retain the records in the form in which they will be provided.

Possibilities include (but are not necessarily limited to):

(1) Sending an e-mail with an attachment in the format that will be used for the records and asking the consumer to
reply that she has checked and is able to access and retain the attachment.

(2) On a website, providing the request for consent within a document formatted in the same manner as the
subsequent record (e.g., Acrobat) so that the consumer, by consenting, is demonstrating that she is able to access
the record.

Of course, in either illustration the format used should be one in which the ability to access necessarily carries with it a
corresponding ability to print or save the document, so that demonstrating that the customer can access the document also
means that she can save or print it.

What if I update or change the format or manner in which electronic records are provided?

Whenever you change the technical requirements for accessing or retaining the records, you must assess whether that change
creates a “material risk” that a customer who previously has been able to access the records in their older format will not be
able to access or retain subsequent records using the new method or format of  delivery.  If  such a risk exists, you must
obtain a new consent to continue providing the records electronically.



What obligation do I have to ensure that my customer receives the records?

In most instances, you have no obligation to ensure receipt.  However, you should not ignore or “willfully blind” yourself
to evidence of non-receipt (e.g., receiving an “undeliverable” message in response to attempts to deliver a record to a
particular customer electronically).  Where you have knowledge or reasonable grounds to suspect lack of receipt, you should
re-send the record in paper form.

If the underlying law requires that a record be delivered via certified mail, or through some other means that enables the
provider to receive an acknowledgment of delivery or receipt,  you must ensure that the electronic delivery provides a similar
acknowledgment.

The precise extent of your obligation to effect and verify delivery in a given circumstance will depend on the underlying laws
or regulations that apply to your transaction.  You should consult with counsel to ensure compliance with those
requirements.

Must I re-deliver records already delivered electronically, if the consumer withdraws consent?

No.  A withdrawal cannot be retroactive.  It applies only to records not yet delivered at the time the withdrawal is
implemented.  However, you must implement a withdrawal expeditiously.

Must I provide a paper copy of a record upon request?

The Act is unclear regarding whether making available a paper copy is required, but it is probably advisable.  You must
explain in your request for consent how a consumer may request a paper copy and whether a fee will be charged for such
copy.  (You need not, and should not, specify the amount of  the fee in the request for consent, as that amount likely will
change over time, and if you include it in the request, any such changes might be prohibited.)

Am I obligated to start or continue doing business with someone who refuses to consent to contract or receive records
in electronic form?

You are under no obligation to initiate a relationship with someone who refuses to interact electronically, provided that you
explain that consequence of refusal in your request for consent.

You also are under no obligation to continue doing business with someone who withdraws her consent, except that you
must continue to provide any records for which you already have incurred the obligation to deliver as a result of previously
initiated transactions.  If the customer withdraws her consent, you must deliver those remaining records on paper.



“FAQ”  ON ELECTRONIC RECORD-KEEPING
What does the Act have to do with record-keeping?

It provides that any records, under underlying federal or state law or regulation, that must be retained may be retained
electronically in a form that “accurately reflects the information set forth” in the original, provided that the record remains
accessible to all persons who are entitled to access in a form that is “capable of being accurately reproduced for later
reference.”

Can I start retaining my records electronically now, in lieu of warehousing paper copies?

Not yet, at least not with respect to records that you are required by law to retain.  The Act’s retention provisions do not take
effect until, at the earliest, March 1, 2001.

Why do you say “at the earliest”?

Because the Act contains a mechanism for an additional delay, until June 1, 2001, for the retention provisions.  Any state or
federal agency that announces, by March 1, a rule-making to deal with the impact of the Act on record-keeping requirements
can delay the effective date of the Act as to those requirements until June.

Why would an agency propose a rule-making?

The Act gives agencies the authority to interpret, modify, and, even in limited instances, supersede the Act as it applies to
retention.  An agency may impose “performance standards” that are not technologically neutral, although it cannot mandate
the use of a particular software or hardware product.  In addition, an agency may opt out entirely with respect to identified
categories of records by requiring that they continue to be retained on paper.

Uh, oh.  Seems as if the agencies can undercut or even ignore the Act altogether?

No, not really.  Remember, this modifying authority applies only to the Act’s record-keeping provisions.  With respect to
other aspects of the Act (e.g., contracts, provision of notices and disclosures), agencies are confined to much more limited
interpretive authority.  In addition, these retention-related powers are narrowly confined.  An agency may impose
“performance standards” only in order to fulfill an important governmental objective and if the standards chosen are
substantially related to the fulfillment of that objective.  In order to require paper, the government must demonstrate that
the requirement is necessary to vindicate a “compelling governmental interest relating to law enforcement or national
security.”

TeC Alert is published solely for the interest of friends and clients of Paul, Hastings, Janofsky & Walker LLP and should in no way be relied upon or
construed as legal advice.  For specific information on recent developments or particular factual situations, the opinion of legal counsel should be sought.
PHJ&W is a partnership, including professional corporations.


