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Although SEC regulations have long required 
broker-dealers to retain records, recent focus on 
the retention of e-mail and instant messages, and 
a sweeping SEC examination of broker-dealers 
regarding this issue, have caused many broker-deal-
ers to reconsider their electronic record retention 
policies and procedures.  As the sidebar to this alert 
summarizes, SEC Rule 17a-4 requires broker-deal-
ers to retain virtually every electronic document 
for certain individuals.  These requirements are so 
technical, cumbersome and costly to implement 
that they can overwhelm even the most sophisti-
cated companies.

The current focus on retaining all electronic com-
munications and producing them to the SEC with-
out delay has largely ignored a critical question: 
how does a broker-dealer comply with SEC record 
retention and production requirements without 
inadvertently producing privileged communica-
tions, thereby perhaps waiving such privileges?  
This client alert provides some specific suggestions 
for minimizing this risk.  

Handling the Assertion of Privilege

While the SEC recognizes that firms have a right 
to assert the attorney-client and work product 
privileges regarding certain documents, the SEC 
also warns that “a person who produces privileged 
or otherwise protected material to the Commission 
runs a risk that a third party, such as an adversary 
in private litigation, could obtain that information 
by successfully arguing that the production to the 
Commission constituted a waiver of the privilege 
or protection.”1 The possibility of producing privi-
leged documents is particularly significant when 
the volume of electronic records subject to produc-
tion to the SEC is so large that document-by-docu-
ment review is impossible, impracticable or incon-
sistent with producing those records in a timely 
fashion.  The SEC requires that documents retained 
in accordance with Rule 17a-4 be readily acces-
sible and provided promptly, and some examiners 
have suggested that means as little as 24 hours.  

The time and expense of reviewing hundreds of 
thousands of emails individually makes the use of a 
privilege filter to electronically locate and segregate 

potentially privileged documents desirable.  Search 
terms typically include names and words that may 
relate to privileged communications, such as attor-
ney names and the words “privileged,” “confiden-
tial,” “attorney,” “lawyer” and “work product.”  
 
While carefully worded electronic privilege search-
es are likely to locate and isolate the vast major-
ity of privileged documents, a significant concern 
remains that the privileged communications of 
employees tasked to assist in legal matters could be 
missed because they lack the search term.  Careful 
employee training in the use of legends and “auto-
legends” that clearly mark a communication “priv-
ileged” and ensure its capture can help.  Still, filters 
are not foolproof and any decision to employ them 
exclusively must be based on a careful examination 
of the costs of review by hand against the costs of 
potentially waiving the attorney-client privilege.  

Choosing a Third Party Vendor & Best Practices for 
Avoiding Common Pitfalls
  
Rule 17a-4 requires that broker-dealers utilize 
third-party electronic storage vendors to keep 
and produce electronically stored records to the 
SEC when requested.  Moreover, different types 
of electronic communications require different 
software retention packages.  Instant messaging, 
for example, bears no relation to a typical email 
(PST) software package and may even require a 
different vendor.  In response to this preserva-
tion requirement, dozens of new vendors have 
emerged, each touting its 17a-4 expertise.  Yet 
how can a broker-dealer be sure a vendor is up 
to the task?  The answer is by conducting due 
diligence, carefully drafting the third party ven-
dor contract, conducting an on-site inspection, 
and seeking the guidance of experienced counsel.     

Choosing A Third Party Vendor
 
If a vendor has not had its compliance with Rule 
17a-4 tested by a successful prior production of 
records to the SEC, how can a firm tell a good ven-
dor from a bad one?  Companies should conduct 
due diligence on the third party vendor, and focus 
on the following issues:
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• Existing clients of the third party vendor. (Have other 
sophisticated broker-dealers selected the vendor?  If 
so, check those references).

• The vendor’s expertise concerning the SEC’s docu-
ment retention requirements.

• The experience of the vendor’s technical employees in 
creating electronic storage systems.

• The vendor’s appreciation of the attorney-client and 
work-product privilege.

• Whether the vendor has in-house counsel, or outside 
counsel, who advises the vendor on 17a-4 compli-
ance and privilege issues on an on-going basis.  

• The vendor’s experience with privilege filters to seg-
regate privileged documents.

• Whether the vendor will also be expected to serve as 
a litigation production vendor.  

• Whether the company has ever produced documents 
to the SEC.  (If so, obtain information from the 
vendor’s client about the vendor’s performance.)  

• A list of former clients that used the vendor’s  
17a-4 services but no longer use the vendor’s ser-
vices.  Check those references.

 
The Third Party Vendor Contract
 
Vendor contracts are often complicated and con-
tain no direct representation by the vendor that it 
shall comply with 17a-4.  Vendor contracts should:  

• Require a direct written representation that the ven-
dor fully understands and shall comply with Rule 
17a-4.

• Require that the vendor not produce documents to a 
regulator without notice and an opportunity for the 
company to respond to the regulator’s request before 
the vendor responds.

• Address the privilege issue, including the vendor’s 
methods for segregating privileged documents and 
the manner in which records will be designated as 
privileged.

• Require that the vendor provide confirmation to the 
regulator that the electronic storage media system 
meets the requirements of Rule 17a-4(f)(2)(ii)(A)-(D).

• Address vendor liability if it fails to comply with 17a-
4, causing harm to the company.

• Require that the vendor not produce documents 
designated by the broker-dealer as privileged, and 
require the vendor to cooperate with the broker-
dealer’s efforts to assert any applicable privileges or 
protections.

On-Site Inspection
  
In order to assess a vendor’s capabilities and expertise, a 
team of experienced IT personnel should conduct an on-
site inspection.  Storage methods and facilities should be 
reviewed, and personnel responsible for your company’s 
records interviewed.
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• Rule 17a-4(b)(4) requires the preservation of almost every 
electronic document, including e-mail, letter, memoranda and 
potentially instant messaging as well.  17 C.F.R. § 240.17a-
4(b)(4).  Under the Rule, all external and internal communi-
cations of the broker-dealer relating to its business must be 
retained.

• Records must be preserved “exclusively in a non-rewriteable, 
non-erasable format.”

• Preserved records must have automatic verification of the 
quality and accuracy of the recording process.

• Inputs and changes to the audit system must be tracked and 
results must be available for examination at all times.  

• The archival system must serialize and time date the records 
(including duplicates).

• A backup archive must be maintained in a separate location.

• The archival system must have the ability to download indexes 
and records to practically any electronic medium required by 
the Commission or NASD.  

• Prior to implementing the electronic storage media system, 
the member, broker, or dealer is required to provide written 
notice to its examining authority.  In many cases, this notice 
is required 90 days prior to implementation.  

• The notice must confirm that the electronic storage media 
system the broker-dealer has employed meets the require-
ments of Rule 17a-4(f)(2)(ii)(A)-(D).

• Broker-dealers must have at least one independent third party 

with access to and the ability to download all exclusively elec-
tronically stored information.2

• The third party vendor must file a written undertaking with the 
designated examining authority agreeing to comply with Rule 
17a-4 and provide the records upon reasonable request. 

  
• The vendor must preserve those records in its custody and 

make them available upon request of the broker-dealer, SEC 
or NASD.3  

 
Rule 17a-4 in a Nutshell



03

Notes

1.  Stephen M. Cutler, Director, Division of Enforcement, U.S. Securities & Exchange Commission, June 5, 2003 Testimony Before the House Sub-
committee on Capital Markets, Insurance, and Government Sponsored Enterprises, Committee on Financial Services. 

2.  This party must be independent of the company and cannot include a parent or subsidiary of the company.  

3.  This agreement with an outside entity does not relieve such member, broker or dealer from the responsibility to prepare and maintain records as 
specified under Rules 17a-3 or 17a-4.  Rule 17a-4(i).   
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