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The New Anti-Terrorism Act: Consequences for U.S. and Foreign Corporations 
By A. Jeff Ifrah, Kirby D. Behre, and Larry Barcella

The USA PATRIOT ACT of 2001
(the "Act"), signed into law on Friday
October 26, 2001, is the newest
weapon in the United States’ war
against terrorism. However, because
of the broad scope of the Act, many
law-abiding companies are likely to be
the first to feel its impact. The gov-
ernment’s anti-terrorism initiative will
result in greater regulatory oversight
and law enforcement scrutiny and
more stringent civil and criminal
penalties for corporations.

Corporations involved in the follow-
ing activities may face greater scruti-
ny:

l international business 
transactions;

l financial relationships with foreign 
financial institutions;

l financial transactions with foreign 
investors, especially foreign 
officials;

l other financial transactions 
otherwise subject to regulatory 
oversight;

l export/import business;

l employers who utilize the 
immigration system; and

l telecommunications and Internet 
products and services.

Summary of Key Provisions

World Wide Jurisdiction
The Act takes an extremely expansive
view of the limits of U.S. jurisdiction
over foreign entities by providing that
any foreign financial institution that
maintains a bank account in the U.S.
is subject to U.S. jurisdiction, includ-
ing subpoenas for records and infor-
mation, even if the alleged money
laundering did not occur in the
United States and had nothing to do
with the U.S.-based account. Under
the Act, the government can compel
the production of records located
outside of the United States as a
result of a single U.S. bank account.

The Act also provides the Secretary
of the Treasury broad subpoena pow-
ers over foreign banks and requires
each foreign bank that maintains a
correspondent account in the United
States to appoint a representative to
accept service of process. If the for-
eign bank fails to respond to a sub-
poena or summons, the government
may require the domestic bank to ter-
minate the correspondent banking
relationship with that foreign bank.
Previously, the United States submit-
ted letters rogatory or made informal
requests to the foreign country to
gain cooperation of the foreign entity
to obtain this information.

Finally, the Act encourages the
Secretary of State to "take all reason-
able steps to encourage foreign gov-
ernments to require the inclusion of
the name of the originator in wire
transfer instructions sent to the
United States."

Money Laundering Compliance
Programs
The Act requires all financial institu-
tions (as defined under the Currency
and Foreign Transaction Reporting
Act) to implement money laundering
compliance programs that include:
internal policies, procedures and con-
trols, the designation of a compliance
officer, on-going employee training
and an independent audit function to
determine compliance. This law codi-
fies what was previously a regulatory
requirement. Greater scrutiny of
account holders is likely to follow.
The Secretary of Treasury will issue
regulations "setting forth the mini-
mum standards for financial institu-
tions and their customers regarding
the identity of the customer that shall
apply in connection with the opening
of an account a financial institution."
The regulations will require verifica-
tion of the identity of any person
seeking to open an account, mainte-
nance of records of the information
to verify a person’s identity, and analy-
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sis of lists of known or suspected
terrorists to determine whether any
such person appears on such list.

Although the requirements imposed
by the Act in this area only apply
directly to financial institutions, other
corporate entities will operate in this
environment of greater scrutiny. It is
important that corporate lenders, for
example, are familiar with the identity
of their customers and document the
due diligence performed on those
customers prior to closing. In addi-
tion, for those corporations that
already maintain compliance pro-
grams, it is crucial to audit such pro-
grams to ensure their efficacy.

Enhanced Due Diligence for
Correspondent/Private Banking
The Act requires enhanced due dili-
gence for all financial institutions that
establish, administer, or maintain pri-
vate banking or correspondent bank-
ing accounts. The Act states that cor-
respondent and private banking is
sometimes subject to manipulation by
foreign banks to permit the launder-
ing of funds by "hiding the identity
of real parties in interest to financial
institutions," and by corrupt foreign
government officials, particularly if
those funds channel into accounts
around the world.

In order to address these problems,
the Act requires that policies and pro-
cedures be implemented that are "rea-
sonably designed to detect and report
instances of money laundering...."  In
the case of correspondent accounts,
the enhanced due diligence require-
ments include: identifying the owners
of the foreign banks, the nature of
the ownership interest, and identify-
ing whether such foreign bank pro-
vides correspondent accounts to
other foreign banks. In the case of
private banking, the enhanced due
diligence requirements include: identi-
fying the nominal and beneficial own-
ers of the account, and conducting
additional scrutiny to ensure that the

account is not maintained on behalf
of a foreign political figure and does
not contain proceeds of foreign cor-
ruption.

Greater Scrutiny of Offshore
Banking
The Act focuses on "offshore" bank-
ing, because it provides anonymity
and an ability to disguise the move-
ment of criminal funds in an environ-
ment where there is little supervisory
and enforcement oversight.

Because transactions with "offshore,"
correspondent, or private banking
facilities will be given greater scrutiny,
corporations engaging in business
transactions involving such accounts
should ensure that such transactions
are subject to enhanced due diligence
regarding the source of funds
involved.

Increased Emphasis on Foreign
Corrupt Practices Act
The Act amends the federal money
laundering statute by including as a
new predicate offense the "bribery of
a public official, or the misappropria-
tion, theft, or embezzlement of pub-
lic funds by or for the benefit of a
public official."  The Act also pro-
vides that the proceeds of certain for-
eign crimes shall be subject to civil or
criminal forfeiture under federal law -
even for crimes that would not have
been unlawful had they been commit-
ted in the U.S.

Now more than ever, corporations
that seek business from foreign gov-
ernments, must make sure that their
compliance programs are properly tai-
lored to avoid violating the Foreign
Corrupt Practices Act.

Asset Seizure and Forfeiture
The Act reiterates the President’s
broad authority under the
International Emergency Economic
Powers Act to confiscate the assets of
any foreign person, foreign organiza-
tion, or foreign country that he deter-
mines has planned, authorized, aided,

or engaged in hostilities or attacks
against the United States.

On September 24, 2001, the President
signed an Executive Order Blocking
Property and Prohibiting Transactions
With Persons Who Commit, Threaten
to Commit or Support Terrorism (the
"Order"). That Order identified 27
persons with whom all financial activ-
ities are prohibited. On October 12,
2001, the administration added 39
more individuals and entities to the
blocking list.

In addition to the persons and organi-
zations identified on the Order, the
U.S. currently imposes significant
embargo programs against numerous
countries and ruling entities and rigid
export controls on many others. It
also maintains a lengthy list of
Specially Designated Nationals,
Blocked Persons, and Denied Persons,
with respect to which exports (includ-
ing financial transactions) often are
prohibited. These lists are available
online at
http://chaos.fedworld.gov/bxa/
prohib.html or
http://www.ustreas.gov/ofac/.

Corporations involved in international
business transactions should immedi-
ately review the designated terrorist
and designated entity lists to ensure
that no customers or business part-
ners appear on those lists. If they do,
all transactions with such persons or
entities should be halted immediately.
To the extent a corporation holds or
controls any property in which a des-
ignated terrorist has an interest, the
corporation must "block" that prop-
erty, i.e. refuse any efforts to sell or
otherwise dispose of the property or
to use the property in any way that
would benefit the designated terrorist.

New Reporting Requirements for
Registered Securities Brokers and
Dealers
By December 31, 2001, the Secretary
of the Treasury must establish suspi-
cious activity reporting requirements



for registered brokers and dealers, and
authorizes the Department of
Treasury to require Suspicious
Activity Reports ("SARs") of certain
commodity futures traders.

Enhanced Immigration Provisions
The Act retroactively broadens the
definitions of terrorism and terrorist
activity for purposes of deportability
and inadmissibility, and strengthens
provisions relating to the enforcement
of the immigration laws. It expands
the definition of money laundering,
creates a new ground of inadmissibili-
ty under the expanded definition of
money laundering, and extends the
previously existing grounds of
deportability for money laundering.
The Act also provides for increased
sharing of criminal background infor-
mation between the FBI, INS, and
State Department. Further, the Act
mandates the detention of aliens, sub-
ject to certain time constraints and
limited judicial review, for whom the
Attorney General certifies that rea-
sonable grounds exist to believe they
have or are engaged in terrorist activi-
ties or conduct endangering the
national security.

To relieve hardship to victims of the
September 11 terrorist attacks and
others impacted by those attacks, the
Act includes several provisions which
preserve immigration benefits for
family members of victims, provide
protection to individuals who have
lost their jobs as a direct result of the
attacks, and give the INS flexibility to
ameliorate certain other hardships
resulting from disruptions caused by
the attacks.

Certain employers that utilize the
immigration system may find that the
increased sensitivity to immigration
and border issues expressed in the
Act might lead to heightened govern-
mental scrutiny of immigration filings
and additional visa application pro-
cessing delays.

Secret Searches Authorized
The Act authorizes courts, upon the
finding of reasonable cause to believe
that notification of the execution of a
search warrant may have an adverse
result, to delay notifying the party
against whom the search is conduct-
ed. For example, law enforcement
may enter a home or business, search
and seize materials, and not notify the
home or business owner. This new
"sneak and peak" power is not limited
to anti-terrorist activity, and does not
require that the government provide
notice to the court of the items
searched or seized.

Expanded Electronic Surveillance
The Act expands the government’s
ability to conduct electronic surveil-
lance and nationwide search warrants.
Law enforcement is no longer
required to obtain authorization to
tap each phone number utilized by an
individual; instead, one warrant for
the individual is sufficient to allow
tapping conversations of an individ-
ual no matter what phone he or she
uses.

In addition, telecom providers,
including wireless providers, can
expect increased demands from law
enforcement for cooperation in inter-
cepting and monitoring all forms of
electronic communications. The
Communications Assistance for Law
Enforcement Act ("CALEA"), passed
in 1994, required all telecom
providers to develop mechanisms that
would allow for the interception of
voice and electronic communications.
Since then, telecom providers have
successfully sought waivers or exten-
sions of the deadlines set forth in
CALEA, citing technological difficul-
ties, substantial expense associated
with compliance, and a lack of neces-
sary gear from telecom manufactur-
ers. However, in the wake of
September 11, and with the added
investigatory and legal tools provided
by the Act now at the government's

disposal, requests for waivers and
extensions might be viewed less
favorably. For example, in the
Commission's recent Order on E911
waivers for nationwide wireless
providers, the Commission made it
plain that it was not expecting to
grant additional waivers for compli-
ance with the Commission's Rules.
Telecom providers should expect sim-
ilar treatment for delays in imple-
menting CALEA.

Electronic Surveillance Sans
Subpoena
The Act allows, without subpoena or
court order, the monitoring and inter-
ception of electronic communications
to or from any "computer trespasser"
– defined as anyone who "accesses a
protected computer without authori-
zation and thus," according to the
Act, "has no reasonable expectation
of privacy."  This definition of "tres-
passer" could encompass an individ-
ual who violates his ISP’s terms of
use (perhaps by falling behind in his
payments) or his employer’s online
usage policy (for example, by using
his employer e-mail account for per-
sonal communications). Members of
Congress and the Bush
Administration have dismissed this
interpretation as contrary to the
intent of the Act, but it will be left to
the courts to settle this question.

In making the determination of "per-
sonal use" under the Act, corporate
employers or service providers may
be asked to cooperate with law
enforcement to determine whether a
particular employee’s or customer’s
usage violates the employer’s or serv-
ice provider’s usage policy. Entities
should be careful in complying with
such requests in order to ensure that
they remain within the scope of the
Act in order to avoid incurring liabili-
ty for invasion of the employee’s or
customer’s privacy. Among other
things, the issue of "trespass" is one
that should require careful evaluation



by corporate counsel in the context of
the specific request.

Secret Subpoenas
The Act amends the Foreign
Intelligence Surveillance Act ("FISA")
and authorizes certain law enforce-
ment officials to apply to a court for
a subpoena that requires the produc-
tion of items and documents involv-
ing international terrorism or clandes-
tine intelligence activities. A recipient
of a FISA subpoena is not permitted
to disclose to "any other person
(other than those persons necessary
to produce the tangible things...) that
the [government] has sought or
obtained tangible things" under the
Act. It is not yet clear what the
penalties for such a violation will be,
or what instructions will be provided
with the subpoena to ensure that
secrecy is maintained. Corporations
receiving third-party subpoenas from
government agencies should carefully
review them to determine whether
the above FISA restrictions apply.

The Act provides immunity from civil
liability for persons complying with
its provisions. The Act also provides
limited relief for persons aggrieved by
any willful violations of the Act. The

Act includes a limited waiver of sov-
ereign immunity to provide individu-
als relief from willful violations.

Responding to Government
Inquiries
In the post-September 11 environ-
ment, corporate employers can expect
ever-increasing intrusions into their
businesses by federal, state, and local
government regulators, investigators,
auditors, and law enforcement offi-
cials. It is crucial to establish a control
plan for interaction with the govern-
ment, because a prepared response
team reduces the likelihood of mis-
statements and misunderstandings
and therefore reduces the likelihood
of disrupting the company’s business.

One individual should be designated
to receive all such callers and visitors,
and should receive training about the
myriad issues that might arise during
such an encounter. All other employ-
ees should be instructed to refer all
government agents to the single com-
pany contact point. In establishing a
single point of contact, the company’s
objective must not be to come across
as rigid or uncooperative. Rather, the
company’s employees should always
be friendly and courteous.

When served with a subpoena for
documents, employees should be
instructed to accept service politely
and without making any statements to
the government regarding the compa-
ny’s compliance. The subpoena
should be analyzed by counsel before
replying to government questions.

A government search warrant enables
government agents to select and con-
fiscate documents and items thought
to be important for their case. A
government search of a company’s
office is extremely disruptive, can
cause panic among employees, and
can result in the loss – even if only
temporary – of critical documents
and computer-related data that the
company needs to function.
Accordingly, when the government
executes a search warrant, company
employees should be instructed to
immediately notify the designated
company point of contact, who
should immediately notify company
or outside counsel. Although
employees should not disrupt the
government’s search, there is no
requirement that the company con-
sent to the search or provide inter-
views in conjunction with the search.
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