
Client
ALERT

Februa r y  2 00 1

The Final HIPAA Privacy Standards: The Not so Bad News for Hospitals and
Hospital Systems

by P. Susan Lively

On the eve of the Clinton
Administration's transfer of power to
the Bush White House, HHS pub-
lished the final HIPAA Privacy
Standards on December 28, 2000
("Privacy Standards" or "Rule").1

Touted in numerous press releases
and statements from the Clinton
Administration and elsewhere as "rep-
resent[ing] the most sweeping privacy
protections ever written,"2 the final
Privacy Standards differ significantly
from those originally proposed.
Despite the press, all of the news is
not so bad.

The final Privacy Standards:

l expand the scope of the rules to
apply to all individually identifiable
health information (regardless of the
form in which the information is
transmitted or stored);

l remove proposed limitations on
use and disclosure of protected health
information ("PHI") among integrat-
ed and multiple facility covered enti-
ties; and,

l add requirements regarding patient
consent and authorization for certain
uses and disclosures of their identifi-
able health information.

All covered entities except small
health plans must comply with the
Rule by no later than February 26,
2003. Small health plans have until
2004.3

Some Key Changes Applicable
to Hospitals, Hospital Systems
and Integrated Systems
The final Privacy Standards were
expanded to address (to some degree)
the reality of health care delivery in
today's environment. The Privacy
Standards recognize that many hospi-
tals are part of larger provider net-
works, and that in many instances
hospitals and other covered entities
have integrated their operations. To
address these types of relationships
and to lessen the compliance burden
within these types of organizations,
the final Privacy Standards establish
the following:

Affiliated Providers Can Act as a
Single Provider. Affiliated entities
that are under common ownership or
common control are allowed to desig-
nate themselves as a single covered
entity for purposes of notice, consent
and certain administrative require-
ments of the rule. However, each
covered entity within the organization
is required to comply with all aspects
of the Privacy Standards.

Organized Health Care
Arrangements Are Recognized. To
address concerns raised regarding the
need for business partner (now "busi-
ness associate") contracts when multi-
ple providers, or combinations of
providers and other covered entities
are integrated, the Privacy Standards

introduce the concept of the "organ-
ized health care arrangement."  An
organized health care arrangement
involves clinical or operational inte-
gration among legally separate entities
to manage their operations. Covered
entities that participate in this type of
arrangement are allowed to share pro-
tected health information without
requiring each legal entity within the
group to enter into business associate
contracts with the others. The most
common example is when a hospital
and physician with staff privileges
both provide treatment to a patient.

Other Highlights of the Final
Privacy Standards
All Protected Health Information
(PHI) is covered.  The Privacy
Standards now apply to all PHI in any
form, even oral information and
strictly paper records, and are not
restricted to only information elec-
tronically transmitted or maintained.

"Covered Providers" Scaled Back.
The Rule excludes providers who do
not participate in "standard transac-
tions"4 (such as health claims or
health care payment), even if the
provider transmits protected health
information electronically.

Patient Consent Required.
Healthcare providers must obtain
consent from the patient to use and
disclose PHI for treatment, payment
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and healthcare operations. This pro-
vision is limited to providers who
have a "direct treatment relationship"
with the patient.5 A provider may
condition treatment on obtaining this
consent from the patient.

Authorization Required for Most
Disclosures. HHS distinguishes
authorization from consent by apply-
ing it to disclosures of PHI outside
of the context of treatment, payment
or healthcare operations. Consent, on
the other hand, is required only for
providers and may apply only to their
use and disclosure for treatment, pay-
ment and healthcare operations.

Marketing and Fundraising.
Authorization is not required for use
of PHI for certain limited marketing
and fundraising activities by covered
entities for their own benefit or in
other limited instances. However, the
individual must be offered an oppor-
tunity to opt out of receiving
fundraising or marketing communica-
tions.

Business Partner (now Business
Associate) Requirements.  Business
associate agreements are no longer
required to grant patients a third-
party beneficiary status under the
contract. In addition, the Privacy
Standards remove the requirement
that covered entities actively oversee
their business associate's handling of
protected information. They also
clarify that in the clinical setting for
purposes of treatment, hospital med-
ical staff with privileges are not
deemed "business associates" such
that separate contracts or agreements
are required.

Minimum Necessary Requirement
Maintained. The final Rule general-
ly retains the requirement that cov-
ered entities utilize the "minimum
necessary" information needed to
accomplish the purpose of the pro-
posed use or disclosure. However,
this restriction is completely removed 
from information requested by or dis-

closed to a provider for purposes of
treatment. In contexts outside of
treatment, the rule requires that cov-
ered entities requesting disclosure of
PHI determine what "minimum nec-
essary"  protected information is
needed.

Administrative Requirements.
Covered entities are generally required
to maintain their policies and proce-
dures, and documentation evidencing
compliance, for a period of six years.
Each covered entity must designate a
privacy officer with responsibility for
overseeing compliance with the
Privacy Standards.

Training and Workforce Sanctions.
Each covered entity must train its
entire workforce (all persons under
direct control of the entity and not
just those employees with access to
PHI),6 and implement technical,
physical and administrative safeguards
to prevent disclosures that violate the
Rule. They must also establish appropriate
sanctions for workforce members who violate
the Standards.

Preemption of Less Restrictive
State Laws. The Privacy Standards
preempt most state laws that are con-
trary to the Standards, unless those
laws are (a) more stringent than the
Privacy Standards (i.e., does not per-
mit a permitted use or disclosure or
imposes stricter consent require-
ments), or (b) if the Secretary of
HHS determines a compelling need
for the state law. A state law is con-
trary if the provider cannot comply
with both it and the Privacy
Standards, or if the full objectives of
HIPAA cannot be accomplished if
the law were followed. HHS clarified
in its commentary that the Privacy
Standards are intended to be only the
"federal floor" of privacy protections.

Patient Access and Control of
PHI   
The provisions allowing patients to
access and exercise certain controls

over the handling of their PHI did
not change significantly in the final
Rule. The final Privacy Standards
include the following requirements:

Notice of Privacy Practices.  Each
patient must receive notice of the
entity's privacy policies at the earliest
possible encounter with the patient.

Confidentiality and Restrictions.
Patients are allowed to request confi-
dentiality and reasonable restrictions
on the use and disclosure of their
PHI.

Access and Amendments to PHI.
Patients must be given access to their
PHI and be allowed to inspect and
copy certain records, and to request
that information contained in records
be amended. The covered entity is
not required to agree to such a
request.

Accounting for Disclosures. For
PHI that is disclosed for purposes
other than treatment, payment or for
health care operations, patients are
entitled to an accounting of those
disclosures which occurred six years
prior to the request. However,
accounting is not required for PHI
disclosed before the final compliance
date for the Privacy Standards.

Analysis in Upcoming Client
Alerts
In order to address the impact of the
Privacy Standards on hospitals, hospi-
tal systems and integrated healthcare
delivery organizations, we will be issu-
ing a series of Client Alerts focusing
on specific aspects of the Rule.
These Client Alerts will discuss com-
pliance by multi-hospital systems
(including those in different states)
and how different types of contractu-
al relationships among providers and
other covered entities are addressed
by the Rule. In addition, we will
examine issues critical to evaluating
and developing compliance strategies.



1 See Standards for Privacy of Individually
Identifiable Health Information, 65 Fed.
Reg. 82462 (Dec. 28, 2000).  The final
rule may also be found at http://
aspe.hhs.gov/adminsimp/index.html. 
2 Quote from President Clinton's speech at
HHS Headquarters announcing the release
of the federal privacy standards.  See C.
Chew, Final Privacy Rule Differs
Significantly from Earlier Proposal,"
AHLA – E-Health Law & Policy
Report, Dec. 21, 2000.

3 HHS has not yet determined if the
President's January 20 Executive Order
holding certain pending regulatory actions for
review by the new administration would
delay the effective date of the Privacy
Standards.  In any event, there is no current
indication that the compliance date for the
Rules will be extended past the February
26, 2003 date for most covered entities.
4 Standard transactions are those defined in
Section 1173(a)(1) of HIPAA. 

5 A "direct treatment relationship" is one
between provider and patient in which the
provider reports to and interacts directly
with the patient, and does not deliver health-
care on orders of another provider. 
6 Persons who perform a substantial portion
of their work for the entity at the entity's
premises (i.e., independent contractors) will
be deemed to be part of the entity's "work-
force", if no business associate contract is in
place.
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