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Proposed Rules on Customer Identification Programs Issued for Certain
Financial Institutions

As we have previously advised you,
the USA PATRIOT Act of 2001 (the
“Act”),1 through its amendment of
certain anti-money laundering provi-
sions of the Bank Secrecy Act
(“BSA”),2 requires every “financial
institution,”3 including banks (includ-
ing credit unions, savings associations,
private banks, and trust companies),
investment companies, broker-dealers,
futures commission merchants and
introducing brokers to implement a
customer identification program
(“Program”). The Program must, at a
minimum, provide reasonable proce-
dures for: (1) verifying the identity of
any person seeking to open an
account to the extent reasonable and
practicable when accounts are
opened; (2) maintaining records of
the information used to verify a per-
son’s identity; and (3) consulting gov-
ernment lists of known or suspected
terrorists or terrorist organizations
provided to the financial institution to
determine whether a person seeking
to open an account appears on any
list.

On July 23, 2002, the Department of
the Treasury (“Treasury”), Federal
Reserve System, Federal Deposit
Insurance Corporation, National
Credit Union Administration,
Commodities Futures Trading
Commission and Securities and
Exchange Commission (“SEC”) joint-
ly issued a series of releases

(“Releases”) setting forth proposed
rules (“Proposals”) with regard to the
establishment of Programs by finan-
cial institutions. Interested persons
may submit written comments on the
Proposals on or before September 6,
2002. A summary of the Releases as
they apply to open-end investment
companies4, broker-dealers, futures
commission merchants, introducing
brokers and banks5 appears below.
According to the Releases all of the
participating agencies intend the
effect of the proposed rules to be
uniform throughout the financial
services industry. This is reflected in
the Proposals which largely mirror
each other, with the exception of
some minor variances resulting from
the functional differences between the
entities involved.

Generally, the Proposals require
financial institutions to adopt and
implement “reasonable procedures”
for verifying the identity of customers
“to the extent reasonable and practi-
cable,” maintaining records associated
with such verification and consulting
lists of known terrorists. The
Proposals set forth relevant factors
for the design of a Program. The
Proposals specifically provide for
specified standards of information
and verification that reflect a practica-
ble risk assessment approach to
achieving compliance.

Open-End Investment
Companies
Specific requirements concerning the
development of programs by regis-
tered open-end investment companies
or mutual funds (“Funds”) are con-
tained in a separate release pertaining
only to Funds. The primary require-
ments applicable to Funds are as fol-
lows:

A. Development and
Implementation of a Program
Every Fund would be required to
develop and implement a Program
that enables the Fund to form a rea-
sonable belief that it knows the true
identity of its customer.6 The
Program should be incorporated into
the Fund’s existing anti-money laun-
dering program. The proposed rule
requires that a Fund’s board of direc-
tors or trustees approve the Fund’s
Program.

The policies and procedures of the
Program would need to be in writing,
and should be based on the type of
identifying customer information
available and an assessment of rele-
vant risk factors. In this regard, in
designing and maintaining a Program,
a Fund should consider, at a mini-
mum, the following risk factors: (1)
the Fund’s size; (2) the manner in
which accounts are opened, a Fund’s
shares are distributed and purchases,
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sales and exchanges are effected; 
(3) the types of  accounts of  the
Fund; and (4) the Fund’s customer
base.

B. Verifying Information
Before a customer opens an account
with a Fund or is granted authority to
effect transactions with respect to
such an account, the Fund would be
required to obtain, at a minimum, the
following specified identifying infor-
mation with respect to each customer:
(1) name; (2) date of   birth, for a nat-
ural person; (3) the residence and
mailing address (if  different) for a
natural person or the principal place
of  business and mailing address (if
different) for a person other than a
natural person; and (4) customer iden-
tification numbers.  With respect to
customer identification numbers, a
taxpayer identification number suf-
fices for a customer that is a U.S. per-
son.7 In the case of  a customer who
is a non-U.S. person, customer identi-
fication numbers include a taxpayer
identification number, passport num-
ber and country of  issuance, alien
identification card number, or any
other government-issued document
evidencing nationality or residence
and bearing a photograph or similar
safeguard.  If  a person other than a
natural person has applied for, but
has not yet received an employer
identification number, the Program
may permit the customer to provide
such number within a reasonable time
after the customer’s account is estab-
lished, provided that the Fund obtains
a copy of  the employer identification
number application prior to opening
the customer’s account.

The Fund must determine whether
the specified identifying information
is sufficient to permit the Fund to
form a reasonable belief  as to the
true identity of  each customer, or
whether additional identifying infor-

mation is required.  The Program
should set forth guidelines enumerat-
ing circumstances under which addi-
tional information may be required,
and the additional information that
should be obtained under such cir-
cumstances.

The Fund may contractually delegate
the implementation and operation of
its Program to a service provider,
whether or not it is affiliated with the
Fund.  However the Fund would
remain responsible for assuring com-
pliance and accordingly must actively
monitor the operation of  its Program
and assess its effectiveness.

In the case of  an omnibus account
the Fund would not need to verify the
identities of  individuals who make up
the account, but should treat the
omnibus account holder as a cus-
tomer.

C. Verification Procedures
The proposed rule requires that the
Program set forth procedures to veri-
fy the identifying information of  the
customer.  Although the Fund is not
required to verify each piece of  the
identifying information, it must verify
a sufficient amount of  information
such that the Fund is able to form a
reasonable belief  that it knows the
customer’s identity.  A Fund should
employ the verification procedures
with respect to a customer within a
reasonable time before or after a cus-
tomer opens an account with a Fund
or is granted authority to effect trans-
actions with respect to such an
account.

However, pursuant to the Proposals, a
person becomes a customer each time
they open a new account with a Fund
and, therefore, a Fund would be
required to verify the identity of  the
customer each time a new account is
opened.  However, a Fund will not be
required to re-verify the identity of  a
customer who opens an additional

account, provided that a Fund has
previously verified the customer’s
identity and continues to possess a
reasonable belief  as to the customer’s
identity.

The Proposals provide two methods
for verifying a customer’s identity:  (i)
verification through documents and
(ii) verification through non-docu-
mentary methods.  In the case of
documentary verification, the
Program should describe the circum-
stances under which documentary
verification is appropriate and the
documents that should be utilized.
Suitable documents for the verifica-
tion of  the identity of  natural persons
may include unexpired government-
issued identifications evidencing
nationality or residence and bearing a
photograph or similar safeguard.
Suitable documentation for persons
other than natural persons may
include documents showing the exis-
tence of  the entity, i.e. registered arti-
cles of  incorporation, a government-
issued business license, partnership
agreement, or trust document.  The
Program should also set forth the cir-
cumstances under which non-docu-
mentary verification methods may be
used to supplement, or may be used
in place of, documentary verification.
Non-documentary verification meth-
ods may include contacting the cus-
tomer, independently verifying infor-
mation through credit bureaus or
public databases, and checking refer-
ences with other financial institutions.
Nondocumentary verification meth-
ods must be used in the following cir-
cumstances:  (1) a customer who is a
natural person is unable to present an
unexpired, government-issued identi-
fication document that bears a photo-
graph or similar safeguard; (2) the
Fund is presented with unfamiliar
documents; or (3) the Fund does not
obtain documents to verify the cus-
tomer’s identity, does not meet face-
to-face with a customer who is a nat-



ural person, or is otherwise presented
with circumstances that increase the
risk that the Fund will not be able to
verify the identity of  the customer
through documentary means.

The Program must also include pro-
cedures for responding to circum-
stances in which the Fund is unable
to form a reasonable belief  as to the
customer’s true identity, such as
guidelines for when an account will
not be opened, closing the account,
placing limitations on additional pur-
chases or filing a Suspicious Activity
Report.

D. Customer Notice
The Fund must provide its customers
with adequate notice of  its verifica-
tion procedures before a customer
account is opened or trading authority
is granting; therefore, the Program
must set forth procedures to comply
with such notice requirements.  The
Fund should adopt a uniform proce-
dure for notifying customers of  its
verification procedures.  The Fund
should also consult with legal counsel
as to an appropriate form of  notice.

E. Government Lists
The Program must include proce-
dures to determine whether a cus-
tomer’s name appears on any govern-
ment list of  known or suspected ter-
rorists or terrorist organizations
directly provided to the Fund or cir-
culated or otherwise made available
by the Federal Government and for
responding to circumstances when a
customer is named on such list.  A
Fund must also follow all Federal
directives issued in connection with
such lists.

F. Recordkeeping
The Program must set forth proce-
dures for maintaining a record of  all
information obtained under the
Program, including all information

provided by a customer, copies of  all
documentary verification, the meth-
ods and results of  any non-documen-
tary verification methods, and the res-
olution of  any discrepancy in the
identifying information obtained.
Such records must be retained until
five years after the customer account
is closed.

Broker-Dealers
Similar to Funds, a broker-dealer reg-
istered or required to be registered
with the SEC must implement and
maintain a written Program with
regard to its customers.8 The applica-
tion of  the proposed rules to broker-
dealers is not surprising in that the
requirements of  the proposed rules
are substantially similar to the know
your customer component of  a bro-
ker-dealer anti-money laundering
plan.  The Program must be approved
by the broker-dealer’s board of  direc-
tors, managing partners, board of
managers or other governing body
performing similar functions or by a
person(s) specifically authorized by
such bodies to approve the Program.
Nearly identical provisions have been
proposed for Futures Commission
Merchants and Introducing Brokers
registered with the CFTC.

The Program requirements for bro-
ker-dealers, futures commission mer-
chants and introducing brokers are
substantially identical to those appli-
cable to Funds; however, in develop-
ing and maintaining a Program, these
entities should consider the following
risk factors: (1) the broker-dealer’s
size; (2) the broker-dealer’s location;
(3) the broker-dealer’s methods for
opening accounts; (4) the types of
accounts the broker-dealer maintains
for customers; (5) the types of  trans-
actions the broker-dealer executes for
customers; (6) the broker-dealer’s cus-
tomer base; and (7) the broker-deal-
er’s reliance on another broker-dealer

with which it shares an account rela-
tionship.

Banks
Banks must implement and maintain a
written Program with regard to its
customers.9 The Program must be
approved by the bank’s board of
directors or a committee of  the
board.

The Program requirements for banks
are substantially identical to those
applicable to Funds and broker-deal-
ers; however, in implementing and
maintaining a Program, a bank should
tailor its Program to its size, location
and type of  business.  Additionally,
banks should consider the following
factors when developing their identity
verification procedures:  (1) an assess-
ment of  the risks presented by the
types of  accounts maintained by the
bank; (2) the methods of  opening
accounts provided by the bank; and
(3) the type of  identifying informa-
tion available.

Conclusion
Financial institutions, including bro-
ker-dealers and banks will soon be
required to establish and maintain
Programs to verify the identification
of  customers, and update their exist-
ing anti-money laundering policies
and procedures in compliance with
the proposed rules that are the sub-
ject of  this Client Alert.  The pro-
posed rules are expected to be final-
ized by the Treasury by October 26,
2002.   

Paul, Hastings, Janofsky & Walker pos-
sesses in-depth and practical knowledge of
BSA requirements and evolving anti-money
laundering regulations in response to the
Act.  If  you have any questions, or would
like assistance in implementing a Program,
or updating your existing Program to comply
with newly issued rules and regulations,
please feel free to contact any of  the attor-
neys listed below:



1 USA PATRIOT Act is an acronym for the phrase “Uniting and Strengthening America by Providing Tools Required to
Intercept and Obstruct Terrorism Act of  2001.”  Title III of  the Act is known as the International Money Laundering
Abatement and Anti-Terrorism Financing Act of  2001 and contains provisions that amend the Bank Secrecy Act.  Section 326
of  the Act enumerates the minimum requirements for the establishment of  customer identification programs by financial insti-
tutions.  As required by the Act, the Department of  Treasury, in conjunction with the SEC, issued proposed rules concerning
these programs discussed in this Client Alert.  These proposed rules contain specific requirements for registered open-end
investment companies and broker-dealers. 
2 31 USCS 5311 et seq.
3 The definition of  financial institution is extremely broad and is contained in sections 5312(a)(2) and (c)(1) of  the BSA.
It includes banks, savings associations, credit unions, money service businesses (such as money transmitters and currency
exchanges), registered securities broker-dealers and futures commission merchants, investment companies, commodity pool
operators and commodity trading advisors that are registered or required to be registered under the Commodity Exchange Act,
investment bankers, persons engaged in real estate closings, dealers in precious metals, stones or jewels, pawnbrokers, loan or
finance companies, private bankers, insurance companies, travel agencies, telegraph, and sellers of  vehicles, including automo-
biles, airplanes and boats. 
4 The Proposals only apply to open-end investment companies, not privately offered funds such as hedge funds, private
equity funds and venture capital funds.  The Treasury has temporarily exempted investment companies other than mutual funds
from the requirement that they establish anti-money laundering programs.
5 Bank, as defined in 31 C.F.R. § 103.11(c), includes banks, savings associations, credit unions and any branch, agency or
representative office of  a foreign bank in the United States.
6 A customer is defined as “any mutual fund shareholder of  record who opens a new account with a mutual fund” and
“any person authorized to effect transactions in the shareholder of  record’s account with a mutual fund.”
7 A U.S. person is defined as “any U.S. citizen; and any corporation, partnership, trust, or person (other than a natural
person) that is established or organized under the laws of  a State or the United States.”
8 A customer is defined as “any person who opens a new account with a broker-dealer; and any person who is  granted
authority to effect transactions with respect to an account with a broker-dealer.”
9 A customer is defined as “any person seeking to open a new account; and any signatory on the account at the time the
account is opened, and any new signatory added thereafter.”  Since a customer is defined as any person seeking to open a new
account, the Program is not applicable to the transfer of  accounts from one bank to another that is not initiated by a customer
(e.g. accounts transferred as a result of merger, acquisition, purchase of  assets or assumption of  liabilities).
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relied upon or construed as legal advice.  For specific information on recent developments or particular factual situations, the opinion of
legal counsel should be sought.  Paul, Hastings, Janofsky & Walker LLP is a limited liability partnership.
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