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By John J. Altorelli and Thomas P. McGovern

On December 16, 2003, President George W. 
Bush signed legislation imposing regulations on 
the distribution of commercial electronic mail 
messages, the primary purpose of which is the 
advertising or promotion of a commercial product 
or service, commonly referred to as “spam.”  
The Controlling the Assault of Non-Solicited 
Pornography and Marketing Act of 2003 or the 
CAN-SPAM Act of 2003 (the “Act”) is the first 
federal legislation enacted to combat the growing 
use of spam in the United States.1 The Act requires 
senders of spam to respect elections by recipients 
to “opt-out” of further messages, prohibits 
certain false or deceptive practices associated with 
spam, imposes certain labeling and disclosure 
requirements, permits the creation of a national 
“do-not-email” registry and preempts many 
aspects of state laws dealing with spam.

However, as defined by the Act, spam does not 
include “transactional or relationship messages,” 
the primary purpose of which is (i) to facilitate, 
complete, or confirm a commercial transaction 
that the recipient has previously agreed to enter 
into, (ii) to provide warranty, product recall, 
safety or security information concerning a 
product or service used or purchased by the 
recipient, (iii) to provide updated or periodic 
information regarding an ongoing commercial 
relationship, (iv) to provide information directly 
related to an employment relationship or related 
benefit plan in which the recipient is currently 
involved or (v) to deliver goods or services that 
the recipient is entitled to receive under the terms 
of a previous transaction.

All provisions of the Act, except those concerning 
the do-not-email registry, will become effective on 
January 1, 2004.

Purpose of the Act

Spam currently is estimated to account for as 
much as one-half of all email traffic.  Congress 
has concluded that spam results in significant 

expense to recipients and Internet providers 
and requires considerable time to review and 
discard.  In addition, spam often contains 
unwanted vulgar or pornographic material and 
proliferates the spread of fraudulent schemes 
and computer viruses.  Although many states 
have enacted legislation intended to curtail this 
growing problem, those statutes impose varying 
requirements and suffer from the often limited 
resources state authorities can bring to bear, 
making compliance and enforcement difficult.  
The Act seeks to stem the rapid growth of spam 
and its increasing threat to the convenience and 
efficiency of email by imposing uniform standards 
governing the content of those transmissions, 
allowing recipients to opt-out of receipt of spam 
on a sender-specific basis, and permitting the 
creation of a national registry containing email 
addresses to which solicitors are prohibited from 
distributing spam.

Spam Requirements and Restrictions 

The Act requires all spam to contain the 
following:

• a clear and conspicuous identification that the 
message is an advertisement or solicitation, 
unless the recipient has previously granted 
“affirmative consent” to receive such email; 

• a notice informing recipients that they may 
opt-out of future emails from the sender;

• a clear and conspicuous return email address 
or similar mechanism that the recipient may 
use to opt-out of future emails from the 
sender; and

• a valid physical postal address of the sender.

A recipient may grant affirmative consent, 
or “opt-in,” by expressly consenting to receive 
an email message, either in response to a clear 
and conspicuous request for such consent or 
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at the recipient’s own initiative. If the message 
is from a party other than the party to which 
the recipient has granted consent, the recipient 
must be given notice at the time the consent is 
communicated that the recipient’s email address 
may be transferred to such other party for the 
purposes of initiating spam.  Nonetheless, even 
if affirmative consent is granted, all spam to opt-
in recipients must include the requirements set 
forth above, except for the requirement of an 
identification that the message is an advertisement 
or solicitation.

All opt-out requests must be honored within 
ten (10) business days, and any sender who 
has received an opt-out request is prohibited 
from selling, leasing or otherwise transferring 
the recipient’s email address.  In addition, the 
Act prohibits all spam and transactional and 
relationship messages from containing false or 
misleading subject line or header information 
and requires the Federal Trade Commission (the 
“FTC”) to report to Congress, within eighteen 
(18) months after the enactment of the Act, 
setting forth a plan for requiring spam to be 
identifiable from its subject line.

The above provisions apply not only to senders of 
spam but also to advertisers who know, or should 
know, that their goods or services are being 
promoted through spam in violation of the Act 
and who receive or expect to receive an economic 
benefit from such activity but fail to prevent or 
detect it.  

However, these provisions do not apply to 
those who simply transmit or otherwise handle, 
“through an automatic technical process, . . . 
an electronic mail message for which another 
person has identified the recipients or provided 
the recipient addresses” (referred to as “routine 
conveyance” in the Act).

Sexually Oriented Material

The Act sets forth special requirements for spam 
containing sexually oriented material.  The 
transmission of spam containing such material 
is prohibited unless the subject heading for the 
email or the material first seen when the spam is 
opened contains certain marks and notices to be 
prescribed by the FTC.  The Act directs the FTC, 
in consultation with the Attorney General, to 
prescribe those marks and notices within 120 days 
of the enactment of the statute.

Fraud and Related Activity

Fraudulent activity also is addressed specifically 
by the Act.  The legislation prohibits (i) the 
unauthorized use of a computer to transmit 
multiple spam messages from or through such 
computer, (ii) the use of a computer to relay or 
retransmit multiple spam messages with the intent 
to deceive or mislead recipients as to the origin 

of the message and (iii) the use of materially false 
header information in multiple spam messages.

In addition, the Act makes it illegal (i) to register, 
using materially false information, for five (5) or 
more email accounts or two (2) or more domain 
names and transmit multiple spam messages from 
any combination of such accounts or domain 
names or (ii) to falsely represent oneself to be the 
registrant of five (5) or more Internet Protocol 
addresses and transmit multiple spam messages 
from such addresses.

Address Harvesting, Dictionary Attacks and 
Automated Creation of Multiple Accounts

The Act provides for aggravated damages for the 
transmission of spam that fails to comply with the  
requirements of the Act (i) to recipients whose 
addresses were obtained using automated means 
from an Internet website or online service that 
included a notice stating that the operator of such 
service will not give, sell, or otherwise transfer 
addresses maintained on the website or service or 
(ii) to email addresses obtained using automated 
means that generate addresses by combining 
names, letters or numbers into numerous 
permutations.

These techniques presently are used widely 
for spam, and the Act’s provisions addressing 
such techniques may have significant impact on 
senders of spam, unless they comply with the 
requirements of the Act.

Unsolicited Commercial Messages to Wireless 
Phones

The Act directs the Federal Communications 
Commission (the “FCC”) to promulgate rules 
within nine (9) months to protect consumers from 
receiving unsolicited mobile service commercial 
messages (e.g., spam text messages).  The FCC’s 
rules must allow mobile service subscribers an 
ability to avoid receiving commercial messages 
absent prior express authorization (“Wireless 
Opt- In”).  The FCC also must allow for a 
wireless subscriber to electronically “opt-out.”  
In addition, the FCC is permitted to consider 
whether or not to subject mobile service providers 
to the Wireless Opt-In.  Further, in promulgating 
the new rules, the FCC must consider whether a 
sender of spam can reasonably determine that its 
message is being transmitted to a wireless device.  

If the FCC does not require the Wireless Opt-In 
for mobile service providers, their customers must 
be given an opportunity to opt-out of receiving 
commercial messages from the provider (i) at the 
time of service and (ii) in billing statements.

The Act leaves in place the existing telemarketing 
prohibitions under the Telephone Consumer 
Protection Act of 1991 (the “TCPA”) and the 
Telemarketing and Consumer Fraud and Abuse 
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Prevention Act, including the TCPA’s ban on calls 
using automatic dialers and sending prerecorded 
messages to mobile telephones.2

Do-Not-Email Registry

The Act directs the FTC to report, within six (6) 
months after the enactment of the Act, a timetable 
and plan for establishing a nationwide do-not-
email registry.  The FTC is permitted but not 
required to implement such a plan.  However, the 
creation of any marketing do-not-email registry 
may not be established earlier than nine (9) 
months from the date of the enactment of the 
legislation. 

A registry as envisioned by the Act will allow 
recipients to elect blanket “opt-outs,” eliminating 
the need to respond – and to police – on a sender-
by-sender basis.

Effect on Existing State Laws

Currently, thirty-six (36) states have enacted 
legislation regulating the distribution of spam.  
Most notably, California and Delaware have 
passed laws banning virtually all spam, unless 
the recipient has “opted-in” to receive such spam 
from the sender.3  Perhaps the most significant 
impact of the Act is that it will preempt those 
and any other state statutes regulating the content 
and dissemination of spam.  However, state laws 
that prohibit false or deceptive practices regarding 
email will not be affected by the legislation.

Penalties

The Act provides for both criminal and civil 
penalties.  The most extreme violations of the 
statute are punishable by fines and up to five 
(5) years in prison.  Although individuals are 
not provided with a private cause of action, 
Internet service providers and federal and state 
law enforcement agencies are permitted to sue 
for damages.  Maximum statutory damages 
are $2,000,000, which may be increased to 
$6,000,000 for willful and intentional violations 
or for violations involving address harvesting or 
related practices.

Next Steps

The Act’s practical impact on spam was the 
subject of much debate during its consideration 

in Congress and afterward.  Many less reputable 
or offshore senders of spam may choose to 
ignore the Act and test the government’s resolve 
to enforce its provisions.  However, U.S. 
businesses that advertise through spam must 
consider carefully their email practices, as they 
risk significant penalties from the use of spam 
in violation of the Act, even if through a third-
party advertising house or service provider.  In 
addition, bulk email providers should evaluate 
their policies and practices to determine whether 
they fall within the “routine conveyance” or other 
exceptions to the Act, and whether changes are 
warranted.

Notes
1 Controlling the Assault of Non-Solicited Pornography and 
Marketing Act of 2003, S. 877, 108th Cong. (2003).
2 47 U.S.C. § 227 (1991) and 15 U.S.C. § 6101 (1994).
3 Cal. Bus. & Prof. Code § 17529 (2003) and Del. Code Ann. 
tit. 11 § 931 (1999).

If you have any questions regarding the Act, 
unsolicited commercial email generally or the 
application of the new law and forthcoming 
regulations to your business,  please contact the 
Paul Hastings attorney with whom you regularly 
speak, or  any of the attorneys listed below:

New York
John J. Altorelli (212) 318-6607
johnaltorelli@paulhastings.com 

Robert L. Sherman (212) 318-6037
robertsherman@paulhastings.com

Thomas P. McGovern (212) 318-6727
thomasmcgovern@paulhastings.com

Los Angeles
Michael K. Lindsey (213) 683-6262
michaellindsey@paulhastings.com

John R. Sabatini (213) 683-6179
johnsabatini@paulhastings.com

Washington, DC
Michelle W. Cohen (202) 508-9530
michellecohen@paulhastings.com

Behnam Dayanim (202) 508-9564
bdayanim@paulhastings.com

03

San Francisco
Shanghai

Orange County
San Diego

Los Angeles
New York City

Hong Kong
London

Atlanta
Beijing

Stamford
Tokyo

Washington, D.C.
www.paulhastings.com

StayCurrent is published solely for the 
interests of friends and clients of Paul, 
Hastings, Janofsky & Walker LLP and 
should in no way be relied upon or 
construed as legal advice.

For specific information on recent 
developments or particular factual 
situations, the opinion of legal counsel 
should be sought. Paul Hastings is a 
limited liability partnership.


