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California has recently passed the nation’s first 
state Internet users’ privacy law entitled the 
Online Privacy Protection Act of 2003 (codified 
at Cal. Bus. & Prof. Code §§ 22575-22579) 
(the “Act”).1  Although a corresponding federal 
bill with the same name is currently pending in 
the House of Representatives’ Committee on 
Energy and Commerce,2 states are increasingly 
considering passage of online privacy laws in 
response to a lack of strong federal legislative 
action in this area.  The enactment of California’s 
new law, which is scheduled to take effect on July 
1, 2004, may indicate the beginning of a trend 
among states to adopt online privacy policy laws.  

Entities Covered by the Act

The Act applies exclusively to “operators” of  
commercial websites or online services that collect 
personally identifiable information through the 
Internet about California residents who use the 
sites.  The Act is relatively broad in scope since it 
affects any business or individual, regardless of its 
location, which maintains a commercial website 
that collects personal information from California 
residents.  

Main Provisions of the Act

Conspicuous Posting.  The Act requires each 
operator to post its privacy policy conspicuously 
on its website, or, in the case of an operator of an 
online service, simply make the policy available 
through “reasonably accessible means.”  In 
addition, the Act instructs operators to abide by 
their stated privacy policies.  

Website operators can satisfy the conspicuous 
posting requirement through one of several 
methods specified in the Act.  These methods 
consist of: (i) an actual posting of the policy on 
the homepage or first significant page of the 
website, (ii) an icon or text link that hyperlinks 
to a Web page on which the actual policy is 
stated if the icon or text link is located on the 

homepage or first significant page of the website, 
or (iii) any other hyperlink that is displayed in a 
reasonably noticeable way.  An operator may use 
an icon provided it contains the word “privacy” 
and consists of a color that contrasts with the 
background color of the Web page.  Alternatively, 
an operator may use a text link provided it either 
contains the word “privacy,” consists of capital 
letters that are at least as large as the surrounding 
text, is written in larger type than the surrounding 
text, or consists of type, font, or color which 
contrasts with the surrounding text.

Content of Privacy Policy.  The Act also regulates 
the content of operators’ website privacy policies.  
Operators must identify in their privacy policies 
both the categories of personally identifiable 
information that the operator gathers through 
the website as well as the types of third-party 
entities with whom the operator may share the 
personal information.  “Personally identifiable 
information” consists of identifying information 
about an individual website user which is 
collected online and maintained by the operator 
in an accessible form.  Examples include an 
individual’s first and last name, a home address, 
an e-mail address, a telephone number, a social 
security number, or any other identifier which 
facilitates physical or online contact with the 
individual.  Operators which allow consumers 
to change their personal information must 
provide a description of that process.  Operators 
must describe the process by which they notify 
consumers of material changes to the policy.  
Finally, operators must identify the effective date 
of the policy.   

Purpose of the Act

By passing the Act, Legislators intend to raise 
consumer awareness of website privacy policies, 
which, in turn, may enhance consumer confidence 
in electronic commerce.  In particular, lawmakers 
wish to increase consumer knowledge as to 
whether a particular website could legally disclose 
or sell the individual’s personal information.
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Violation of the Act

An operator will be in violation of the Act if it 
either fails to post its privacy policy within thirty 
(30) days after being notified of noncompliance 
or fails to observe its stated policy.  Only 
knowing and willful or negligent and material 
noncompliance will form the basis for a violation.  
Notably, Internet service providers or similar 
entities are exempt from obligations under the 
Act relating to personally identifiable information 
that they transmit or store at the request of a 
third party.  The Act does not specifically state 
remedies or penalties for violation.  Accordingly, 
the Act will be enforceable under California’s 
controversial Unfair Practices Act, (codified at 
Cal. Bus. & Prof. Code §§ 17200 et seq.) 

Relationship to Federal Law

Although, as already mentioned, Congress has yet 
to pass a law expressly mandating the posting of 
privacy policies on websites, the Federal Trade 
Commission (“FTC”) has made it known that 
the failure to post such a policy may constitute a 
deceptive trade practice if the website operator is 
making use of visitors’ personal information in 
some undisclosed way.  The FTC is empowered 
to pursue and penalize deceptive trade practices, 
and has investigated the privacy practices of 
online operators often in the past.  As a result, 
it is advisable for website operators, irrespective 
of state law or California nexus, to formulate 
and adhere to clear and understandable privacy 
policies.

Concluding Observations 

While the Act is unlikely to affect owners of 
commercial websites who already post their 
privacy policies, businesses nationwide should 
become familiar with the requirements of the 
new law.  Currently, state assemblies elsewhere 
are considering legislation similar to the new 
California law.  For example, bills are pending in 
both the New York and New Jersey Assemblies 
which aim to safeguard consumers’ personally 
identifiable information on the Internet.  
Moreover, exposure under existing federal law 
may exist for operators who fail to post policies 

and disclose visitors’ personal information.  
Therefore, businesses should periodically review 
their privacy policies and methods of posting to 
ensure compliance with this Act as well as future 
state and federal legislation in this area, which is 
sure to follow. 

Notes

1 Online Privacy Protection Act of 2003, Cal. Bus. & Prof. 
Code, ch. 22, sec. 3, §§ 22575-22579 (2003), available at 
<http:// www.leginfo.ca.gov/pub/bill/asm/ab_0051-0100/ab_
68_ bill_20031012_chaptered.html>. 
2 H.R. 69, 108th Cong. (2003).
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