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Best Practice Recommendations issued by the Office of Privacy Protection
by John J. Altorelli, Michael K. Lindsey and Amy L. Rosenberg

• A $100,000 reward related to the theft of a 
consultant’s laptop.  

• Notice of identity theft risks sent to affected 
account holders across the country.  

• A choice not to accept credit cards for pay-
ments. 

These are just some of the actions taken in 
response to the enactment of SB 1386 (as codified 
at § 1798.82 et seq. of the California Civil Code, 
the “Act”). 

As reported in a May 2003 client alert from 
Paul Hastings,1 the Act requires companies 
with employees, customers or other business 
in California to provide notice to California 
residents of any computer security breach that 
allowed an unauthorized person to acquire such 
resident’s personal information.  The reward 
described above was posted in late November by 
Wells Fargo Bank following the apparent theft of 
a bank analyst’s computer containing the names, 
addresses, bank account numbers and Social 
Security numbers of customers who had personal 
loans or overdraft protection from the bank.  
Wells Fargo also sent notices, as required by the 
Act, to customers throughout the two dozen states 
in which it operates as a result of this theft.  The 
entity which elected in mid-November to stop 
accepting credit cards for some types of payment 
was the University of California, whose associ-
ate registrar, according to the Daily Californian, 
said “It’s just not a good idea to have credit cards 
lying around these days.” 

The Act is broad in scope but contains a number 
of unanswered questions, including whether any 
type of encryption (even weak encryption) will 
suffice to avoid the Act’s notification requirement, 
when the proprietor of data may be charged with 
a “reasonable belief” that data has been improp-

erly accessed and notice therefore required, and 
whether “the legitimate needs of law enforce-
ment” investigating an unauthorized access to 
data can indefinitely delay the notification obliga-
tion.

To provide guidance on some of the issues that 
have arisen in the interpretation and application 
of the Act, the Office of Privacy Protection in the 
California Department of Consumer Affairs (the 
“Office”) has issued “Recommended Practices on 
Notification of Security Breach Involving Personal 
Information” (the “Recommended Practices”).2  
These “best practice” recommendations can serve 
to assist organizations by providing valuable sug-
gestions for complying with the Act.  The Office 
advises companies to adapt these suggestions to 
the specific or unique considerations of their busi-
nesses.

The Office subdivides its recommendations into 
three main parts: Protection and Prevention, 
Preparation for Notification, and Notification.  In 
addition, the Office includes Appendices to the 
Recommended Practices which contain a list of 
individuals who have advised the Office, sample 
notification letters, a copy of the Act, law enforce-
ment contacts for computer crimes, guidance on 
reporting computer crime to law enforcement, 
information security resources, and a benchmark 
study which provides an analysis of the response 
of business organizations to the Act.

Part I: Protection and Prevention 

The Office suggests instituting certain safeguards 
to protect the confidentiality of personal informa-
tion at the organizational level.  These safety mea-
sures include the following:

• Collect the minimum amount of personal 
information necessary for business purposes 
and retain it for the minimum time necessary.
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• Take inventory of records systems to identify 
those containing personal information.

• Classify personal information in the records 
system to identify notice-triggering informa-
tion.

• Monitor employee access to higher-risk per-
sonal information.

• Promote awareness of security procedures 
through ongoing employee training.

• Contractually require third-party service 
providers and business partners to follow the 
business’ security policies.

• Install and periodically test intrusion detec-
tion technology to detect unauthorized access 
to high-risk personal information.

• Use data encryption wherever feasible.

• Dispose of records and equipment containing 
personal information in a secure manner.

• Review the business’ security plan at least 
annually.

Part II: Preparation for Notification 

The Office outlines an incident response plan to 
ensure timely notice to affected individuals in the 
event of a security incident such as unauthorized 
access to or acquisition of personal information.  
To develop an effective response plan, the Office 
suggests organizations take the following steps:

• Adopt written procedures for internal notifi-
cation as well as notification to affected indi-
viduals.

• Regularly train employees as to their role in 
the incident response plan and designate one 
employee to be responsible for internal notifi-
cation procedures.

• Require the designated employee to notify the 
data owner upon detection of a security inci-
dent.

• Identify law enforcement contacts to notify 
them of security incidents that may involve 
illegal activity.

• Collect contact information from individuals 
whose notice-triggering personal information 
the business collects or manages.

• Document response actions the business has 
taken. 

• Review the incident response plan at least 
annually.

Part III: Notification 

The Office discusses the need for businesses 
to adopt a comprehensive notification plan to 
implement when they become aware of a secu-
rity breach that involves unauthorized access to 
personal information.  According to the Office, 
the purpose of notification is to enable affected 
individuals to take action to protect themselves 
against or mitigate the damage from identity theft 
or other harm.  Aspects of the recommended noti-
fication plan include: 

• Acquisition – Organizations should determine 
whether notice-triggering information has 
been acquired by looking for indications that 
the information was in the physical possession 
or control of, was downloaded or copied by, 
or was used by an unauthorized individual.

• Timing of Notification – Organizations 
should notify affected individuals within ten 
business days of the breach while taking steps 
to contain the breach.

• Whom to Notify – Organizations should 
notify all California residents whose notice-
triggering information was acquired by an 
unauthorized individual, or if specific indi-
viduals cannot be identified, notify all those 
in the groups reasonably likely to have been 
affected.

• Contents of Notice – Notice letters should 
contain a description of the incident, the type 
of information involved, steps the organiza-
tion has taken and the individual should take 
to protect the individual’s personal informa-
tion, and information on how the organiza-
tion will assist them.  The Office provides 
sample notice letters in Appendix 2 to the 
Recommended Practices.

• Means of Notification – Individual notice to 
affected individuals by first class mail is pref-
erable, however, when it is not feasible, “sub-
stitute notice” by e-mail along with a notice 
on the business’ website and notification to 
statewide media is mandated.

The Office explains that while the Recommended 
Practices are not exhaustive, they are intended to 
serve as guidelines to raise awareness among the 
people and companies to which the Act applies as 
well as provide a general framework for institut-
ing measures to comply with the new Act.  It is 
important to recognize that not all of the Office’s 
guidance may be appropriate for your company.  
Each entity affected by the law must evaluate for 
itself a reasonable set of steps to take to address 
compliance.
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If you have any questions regarding the Act, data 
security obligations generally or the application of 
the Act to your business,  please contact the Paul 
Hastings attorney with whom you regularly speak, 
or any of the attorneys listed below:

New York
John J. Altorelli (212) 318-6607
johnaltorelli@paulhastings.com 

Amy L. Rosenberg (212) 318-6739
amyrosenberg@paulhastings.com

Los Angeles
Michael K. Lindsey (213) 683-6262
michaellindsey@paulhastings.com

John R. Sabatini (213) 683-6179
johnsabatini@paulhastings.com

Washington, D.C.
Behnam Dayanim (202) 508-9564
bdayanim@paulhastings.com

Notes

1 John J. Altorelli & Michael Lindsey, Paul, Hastings, 
Janofsky & Walker LLP, Client Alert: New California Law 
Requires Notification of Security Breaches Involving Personal 
Information (May 2003), available under Current Thinking on 
our website at http://www.paulhastings.com.
2 Office of Privacy Protection, Cal. Dept. of Consumer Affairs, 
Recommended Practices on Notification of Security Breach 
Involving Personal Information 1-39 (Oct. 10, 2003), available 
at http://www.privacyprotection.ca.gov/recommendations/
secbreach.pdf.11
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StayCurrent is published solely for the 
interests of friends and clients of Paul, 
Hastings, Janofsky & Walker LLP and 
should in no way be relied upon or 
construed as legal advice.

For specific information on recent 
developments or particular factual 
situations, the opinion of legal counsel 
should be sought. Paul Hastings is a 
limited liability partnership.
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