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T R A D E S E C R E T S

The authors outline the stepped-up measures taken by the executive branch and Con-

gress to enforce the 1996 Economic Espionage Act.

Heightened Enforcement Environment
Signals Increased Use of Economic Espionage Act

BY THOMAS P. O’BRIEN AND JOHN J. O’KANE IV

Introduction

J ust days ago, a Utah scientist facing over two dozen
federal charges pleaded guilty to one count of un-
lawful access to a computer in exchange for the

prosecution dropping 25 other related charges. The de-

fendant faced allegations, among others, that he had
violated the Economic Espionage Act, a federal law that
criminalizes the theft of trade secrets. 18 U.S.C. § 1832.
His guilty plea is but the latest chapter in a series of
prosecutions which signal that federal efforts to ramp
up intellectual property protection are continuing to
grow.

This plea announcement comes on the heels of the
Second Circuit’s decision in United States v. Aleyni-
kov,1 in which the court of appeals reversed a defen-
dant’s EEA conviction on the grounds that the source
code he stole from his employer was for his employer’s
internal use only, and was neither produced for nor in-
tended to be placed in interstate commerce. The Aleyni-
kov case raises questions about the scope of the EEA
and reinforces the need for companies to be vigilant
about enforcing and updating their internal controls
with respect to protecting their proprietary information.

The EEA
Congress enacted the EEA in 1996 to provide federal

protection for U.S. corporate trade secrets. The specific
acts prohibited by the statute are extensive, but gener-

1 676 F.3d 71 102 USPQ2d 1458 (2d Cir. 2012) (83 PTCJ
910, 4/20/12).
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ally fall into three broad categories: theft, unauthorized
copying, or intentional receipt of a trade secret.2

The statute criminalizes two specific types of trade
secret theft: (1) for the benefit of any foreign govern-
ment, instrumentality, or agent;3 and (2) for the eco-
nomic benefit of anyone other than the owner of the
trade secret.4

While Section 1831 simply requires intent or knowl-
edge that the prohibited act will benefit a foreign gov-
ernment, instrumentality, or agent for criminal liability
to attach, Section 1832 demands that the prosecution
prove more. First, Section 1832 has a dual intent re-
quirement: the defendant must intend to convert a trade
secret and intend or know that his act will injure the
owner of the trade secret.

Next, the trade secret at issue cannot simply be ‘‘for
internal use only’’; instead, it must be ‘‘related to or in-
cluded in a product that is produced for or placed in in-
terstate or foreign commerce.’’

The EEA provides for stiff penalties. Individuals who
violate Section 1831 are subject to up to 15 years in
prison and/or fines, while organizations face a fine of
up to $10 million.5 Violations of Section 1832 can lead
to a prison term of up to 10 years and/or fines for indi-
vidual defendants, while organizations can be fined up
to $5 million.6

Recent Cases
While historically federal trade secret theft prosecu-

tions have been relatively rare, several recent cases sug-
gest that the Department of Justice intends to make in-
creased use of the law as part of its stepped-up enforce-
ment efforts.

s In the first federal industrial espionage case ever
filed in Utah, a scientist accused of stealing his
employer’s chemical formulas pled guilty to un-
lawful access to a protected computer on May 11,
in exchange for the government dropping 25 other
charges against him. The defendant, Prabhu Mo-
hapatra, admitted accessing company records to
obtain a chemical formula and then forwarded
that formula to a relative in India. He faces up to 5
years in prison when he is sentenced in August.7

s Although the Mohapatra case was the first of its
kind in Utah, it seems there are more to come. On
May 7, federal prosecutors in Utah announced
they filed trade secret theft and related charges
against two individuals and two companies in con-
nection with the alleged theft of trade secrets from
a Utah-based sprinkler and irrigation company.8

s In March, Tze Chao, a former DuPont employee,
pleaded guilty to conspiracy to commit economic
espionage in connection with a pending prosecu-
tion against a Chinese state-owned enterprise, its
subsidiaries, and various individuals. In that case,
prosecutors allege that the defendants engaged in
a scheme to steal the proprietary process to manu-
facture a commercially valuable white pigment
created by DuPont, an American company. The
case is pending in the Northern District of Califor-
nia.9

s In December 2011, Kexue Huang, a Chinese na-
tional and former Indiana resident, was sentenced
to more than seven years in prison after pleading
guilty to trade secret theft in cases filed in the
Southern District of Indiana and the District of
Minnesota. Among other admissions, Huang ac-
knowledged that he transferred and delivered
trade secrets he stole from a former employer to
persons in Germany and China, and then used
those stolen materials to engage in research for
the benefit of the Chinese government.10

U.S. v. Aleynikov
In April, the Second Circuit curtailed the scope of

thefts which could create liability under the EEA.
Sergey Aleynikov was a former programmer at Gold-

man Sachs whose position involved developing com-
puter source code for Goldman’s proprietary high-
frequency trading (‘‘HFT’’) system. The code allows the
company to make a significant volume of trades in frac-
tions of a second based on market trends and previous
experience.

This code, which was internal to Goldman and not
disseminated to anyone, was subject to strict protec-
tions to safeguard its secrecy. Similarly, Aleynikov was
bound by his employment agreements not to reveal
Goldman’s intellectual property to anyone outside the
company.11

In April 2009, Aleynikov accepted a job at a startup
company that wanted its own HFT capability. Despite
his obligations to Goldman, Aleynikov uploaded the
company’s HFT code to a server in Germany, took steps

2 18 U.S.C. § 1831(a); 18 U.S.C. § 1832.
3 18 U.S.C. § 1831.
4 18 U.S.C. § 1832.
5 18 U.S.C. § 1831.
6 18 U.S.C. § 1832.
7 See, e.g., Dennis Romboy, ‘‘Feds Drop Trade Secret Alle-

gations, Scientist Pleads to Lesser Charge,’’ DESERET NEWS,
May 12, 2012, available at http://www.deseretnews.com/
article/865555712/Feds-drop-trade-secret-allegations-scientist-
pleads-to-lesser-charge.html; see also ‘‘Man Pleads Guilty to
Stealing Company’s Formulas,’’ ABC News, http://
abcnews.go.com/Technology/wireStory/man-accused-taking-
trade-secrets-pleads-guilty-16335432 (last visited May 16,
2012).

8 Press Release, U.S. Department of Justice, U.S. Attorney
David B. Barlow, District of Utah, Federal Charges Filed in

Case Involving Alleged Theft of Trade Secrets from Utah Com-
pany (May 7, 2012), available at http://www.justice.gov/usao/
ut/press/releases/2012/Federal%20charges%20filed%20in%
20theft%20of%20trade%20secrets%20case.pdf (last visited
May 16, 2012).

9 Press Release, U.S. Department of Justice, U.S. Attorney’s
Office for the N. Dist. of Cal., Former DuPont Scientist Pleads
Guilty to Economic Espionage (Mar. 2, 2012), available at
http://www.justice.gov/usao/can/news/2012/2012_03_02_
chao.guiltyplea.press.html (last visited May 16, 2012); see also
Press Release, U.S. Department of Justice, U.S. Attorney’s Of-
fice for the N. Dist. of Cal., U.S. and Chinese Defendants
Charged With Economic Espionage And Theft of Trade Se-
crets In Connection With Conspiracy To Sell Trade Secrets To
Chinese Companies (Feb. 8, 2012), available at http://
www.justice.gov/usao/can/news/2012/2012_02_08_
five.individuals.five.companies.charged.press.html (last visited
May 16, 2012).

10 Press Release, U.S. Department of Justice, Office of Pub-
lic Affairs, Chinese National Sentenced to 87 Months in Prison
for Economic Espionage and Theft of Trade Secrets (Dec. 21,
2011), available at http://www.justice.gov/opa/pr/2011/
December/11-crm-1696.html (last visited May 16, 2012).

11 676 F.3d at 73-75.
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to cover his tracks, and then downloaded the code to his
own computer. He placed the code on a flash drive and
brought it with him when he left for meetings with his
new employer.12

Aleynikov was convicted of violating the EEA at trial,
but the Second Circuit reversed.13 Although his conduct
was clearly unethical, the court held it did not violate
Section 1832.

The decision turned on the discrepancy between the
language of the corporate trade secrets section of the
EEA (Section 1832), which makes it a violation to steal
a trade secret ‘‘related to or included in a product that
is produced for or placed in interstate or foreign com-
merce,’’ and Section 1831, which contains no such lim-
iting language.14

The court reasoned that despite the fact that Gold-
man derived benefit from no one else having the code,
and the great lengths to which Goldman went to protect
the confidentiality of the code, it was not related to or
included in a product that was going to go into the
stream of commerce. Accordingly, the court reversed
Aleynikov’s EEA conviction.

Heightened Enforcement Environment
In recent years, the federal government has taken af-

firmative steps to bolster its enforcement capabilities in
the intellectual property arena.

The DOJ reestablished its Task Force on Intellectual
Property in 2010, with the mission of heightened crimi-
nal and civil enforcement of IP law and a focus on ef-
forts to combat international theft of trade secrets.15

Similarly, the Obama administration launched an inau-
gural Joint Strategic Plan on Intellectual Property En-
forcement, citing, among others, economic growth and
job creation, promotion of innovation and security of

America’s comparative advantage in the global
economy, and national security as reasons for increas-
ing enforcement efforts in this area.16

The president also nominated the first intellectual
property enforcement coordinator, who serves in the
White House, in 2009 (79 PTCJ 153, 12/11/09).17

The executive branch is not alone. In 2011, Sen. Herb
Kohl (D-Wis.) introduced S. 678, the Economic Espio-
nage Penalty Enhancement Act (81 PTCJ 746, 4/8/11).
The bill, which has bipartisan cosponsorship, would in-
crease the term of imprisonment for economic espio-
nage for the benefit of a foreign government, instru-
mentality, or agent.

Conclusion
Since taking office, the Obama administration has

steadily increased its focus upon the enforcement of
federal laws designed to protect American trade se-
crets. Although the EEA has been relatively little used
to date—indeed, prior to December 2011, only eight
cases had been charged under the EEA nationwide
since its 1996 enactment—federal prosecutors have
been increasingly willing to pursue criminal charges
under the statute.

If nothing else, the factual basis for EEA charges re-
minds companies, their officers and directors, and
counsel that simply having confidentiality agreements
and related internal control policies is not sufficient to
ensure that the organization’s valuable proprietary in-
formation is actually protected from theft. As the Sec-
ond Circuit wrote, ‘‘[t]he conduct found by the jury is
conduct that Aleynikov should have known was in
breach of his confidentiality obligations to Goldman,
and was dishonest in ways that would subject him to
sanctions; but he could not have known that it would of-
fend [the EEA] or this particular sovereign.’’18

Companies should routinely monitor, update, and en-
force their policies with respect to protecting their pro-
prietary information to ensure that they maintain their
competitive advantage.

12 Id.
13 Id. at 73.
14 Id. at 79-82.
15 Intellectual Property Task Force, U.S. Department of Jus-

tice, http://www.justice.gov/dag/iptaskforce/ (last visited May
16, 2012); see also Eric J. Holder, U.S. Attorney General, Ad-
dress at the White House Intellectual Property Theft Summit
(Dec. 14, 2010), available at http://www.justice.gov/iso/opa/ag/
speeches/2010/ag-speech-101214.html (last visited May 16,
2012) (79 PTCJ 443, 2/19/10)

16 The White House, 2010 Joint Strategic Plan on Intellec-
tual Property Enforcement (June 2010), at 3-4, available at
http://www.whitehouse.gov/sites/default/files/omb/assets/
intellectualproperty/intellectualproperty_strategic_plan.pdf
(last visited May 16, 2012) (80 PTCJ 258, 6/25/10).

17 Office of the U.S. Intellectual Property Enforcement Co-
ordinator, Office of Management and Budget, The White
House, http://www.whitehouse.gov/omb/intellectualproperty/
bio_espinel (last visited May 16, 2012) .

18 676 F.3d at 82.
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