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Recent Wall Street scandals have 
illustrated that e-mail can be a potent
weapon in the hands of a prosecutor
or plaintiff ’s lawyer. The tendency to
treat e-mail as an informal means of
communication has led many people
to say things in an e-mail that they
would never say in person or in a
memorandum. This informal corre-
spondence can provide an adversary
with damning evidence. Consequently,
many lawyers have come to think of
“e-mail” as shorthand for “evidence
mail.”

Furthermore, given the ease with
which e-mail may be sent (and for-
warded), a message may also end up
in the hands of individuals who were
never meant to see it. Aside from
causing embarrassment, sending an 
e-mail to the wrong person can result
in the waiver of the attorney-client
and attorney work product privileges,
as well as the loss of trade secrets.
Inappropriate e-mail may also serve as
the basis for a hostile work environ-
ment claim.

E-mail Is Recoverable and Discoverable

Many organizations store users’ e-mail
on a server, and an e-mail and any
attachments to the e-mail do not 
disappear from the server once the
user hits the “delete” key. Rather,
when the user hits the “delete” key,
the server earmarks the space occu-
pied by that e-mail as space available
to store new data. The “deleted”
e-mail continues to reside on the
server until it is overwritten with new
data. Until that time, the “deleted”

e-mail may be recovered from the
server. In some cases the “deleted”
e-mail must be overwritten several
times before it is unrecoverable.

Also, servers are generally backed up
with tapes, and an e-mail and attach-
ments to the e-mail may continue to
reside on back-up tapes even after the
e-mail has been overwritten on the
server. As with e-mail stored on a
server, e-mail stored on a tape may be
recovered until the back-up tape is
reused and the e-mail is overwritten.
Further compounding the problem is
the possibility that the “deleted”
e-mail may have been printed or that
it may be stored on either the sender’s
or recipient’s PDA, wireless e-mail
device (e.g., Blackberry), laptop hard
drive, or PC hard drive.

Under the Federal Rules of Civil
Procedure, which generally serve as
the basis for the states’ rules of civil
procedure, e-mail is discoverable. As
such, a court may grant a party access
not only to print-outs of e-mail, but
also to the media on which e-mail is
stored (e.g., servers, back-up tapes,
and hard drives). In the event that
an employee sends or receives 
business e-mail from his or her home
computer (or uses the computer for
other business-related functions), a
court may also order the employee to
produce the hard drive from the
home computer. Responding to a
discovery request for e-mail can be
both time-consuming and expensive
for the party required to produce the
e-mail.

Waiver of Privilege

Generally, the attorney-client privilege
protects communications between
attorneys and their clients, and the
attorney work product doctrine 
protects materials prepared by an
attorney or the attorney’s agent (such
as an expert or a consultant) in antici-
pation of litigation. However, the
attorney-client and work product
privileges may be waived when the
information normally protected by
these privileges is disclosed to a third
party. E-mail sent to the wrong
addressee or sent to a large group that
includes third parties can result in the
waiver of the attorney-client and
work product privileges.

Loss of Trade Secrets

The careless use of e-mail can also
result in the loss of trade secret 
protection. The Uniform Trade
Secret Act defines a “trade secret” as:

information, including a 
formula, pattern, compilation,
program, device, method,
technique, or process that:

l derives independent economic
value, actual or potential, from 
not being generally known to,
and not being readily ascertainable
by proper means by, other 
persons who can obtain economic
value from its disclosure or use;
and

l is the subject of efforts that     
are reasonable under the 
circumstances to maintain 
its secrecy.
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Thus, an organization runs the risk of
losing its trade secrets if it fails to
take reasonable steps to prevent the
dissemination of its trade secrets via
e-mail.

Creation of a Hostile Work Environment

Circulation of sexually or racially
offensive material in the workplace
may expose employers to substantial
liability under federal and state anti-
discrimination laws. The glut of such
material on the Internet, and the ease
with which it may be distributed to
large numbers of people simultane-
ously via e-mail may tempt some
employees to communicate with 
co-workers and others in ways that
can contribute to the creation of a
legally actionable hostile work 
environment. Not-so-funny jokes
and stories of a religious or “ageist”
nature can also expose employers to
discrimination claims.

Recommendations

To protect companies and their
employees from the perils posed by 
e-mail, we provide the following 
guidance:

1. Is E-mail the Appropriate
Medium  of Communication?

When communicating about a 
sensitive subject, consider whether 
e-mail is the appropriate medium.
Even though e-mail is easy to use,
ease of use may be outweighed by the
inherent dangers posed by e-mail. If
communicating about a sensitive sub-
ject, consider using the phone rather
than e-mail. (Be aware that voicemail
is similar to e-mail; voicemail may be
stored on a computer server and may
be forwarded to third parties.)

2. The Front Page Test

Assuming that e-mail is the appropri-
ate medium of communication, each
e-mail should be treated as a formal,
written document. The same care
that is used in drafting a memoran-
dum or letter should be used when
drafting an e-mail. Do not write 
anything in an e-mail that you would

not want to see printed on the front
page of the newspaper. Off-the-cuff,
sarcastic, or angry comments can
come back to haunt the author.

3. E-mail Is Part of the Workplace
Environment

E-mail containing rude and insensitive
comments is not only potentially
embarrassing, but also may serve as
the basis for a hostile environment
harassment claim. Employees and
managers should exercise the same
care and sensitivity in communicating
via e-mail as they would communicat-
ing in person or in traditional forms
of writing. Offensive e-mail received
from others should not be forwarded,
and the recipient should ask the
sender to refrain from sending 
inappropriate e-mail.

4. Provide Context

As with other forms of communica-
tion, there is a risk that an e-mail
message may be taken out of context.
To reduce the risk that a message will
be taken out of context, the author
should provide context. For example,
when replying to messages,
Blackberry users have several options,
including “reply to message” and
“reply with text.” When “reply to
message” is selected, the original 
message does not appear as a part of
the reply message. To avoid the 
danger of the reply message being
taken out of context, Blackberry
users should select “reply with text.”
By selecting “reply with text,” the
original e-mail will appear below the
text of the reply and will provide
context for the reply message.

5. Know Your Audience

When sending e-mail, always double
check to whom the e-mail is
addressed, especially when using the
“reply to all” button. Ask whether it
is appropriate for each addressee to
receive the e-mail and whether 
sending the e-mail to a particular
addressee will result in waiver of the
attorney-client or work product 
privileges. With respect to e-mail 

discussing trade secrets, ensure that
each recipient is legally bound to keep
the information confidential.

To mitigate the dangers posed by the
“reply to all” button, some organiza-
tions have added an intermediary 
dialog box asking if the user is sure
that he or she wishes to reply to all.

6. Add Appropriate Cautionary
Language to Privileged Communications

E-mail communications between
attorneys and clients should contain a
note that the e-mail is confidential
and protected by the attorney-client
privilege. If the e-mail is created in
connection with (or in anticipation of)
litigation, the e-mail should contain a
note that it is privileged, confidential,
and prepared in connection with (or
in anticipation of) litigation.

Furthermore, privileged e-mail or 
e-mail with confidential information
should contain a legend requesting
that recipients who receive the e-mail
by mistake notify the sender and
delete the misdirected e-mail, as well
as any attachments.

7. Make Sure Document Retention
Policies Address E-mail

Each organization should review its
document retention policy to ensure
that the policy addresses the retention
and destruction of e-mail. A retention
policy should take into account where
e-mail may be stored within the 
organization’s computer systems.
Furthermore, management should
ensure that the organization’s com-
puter systems are adequately equipped
to implement the policy. To this end,
the policy addressing e-mail retention
should be a collaborative effort
among management, counsel, and the
organization’s information technology
professionals.

In implementing its e-mail retention
policy, an organization should also
ensure that it complies with 
document retention laws. For
instance, Title VII of the Civil Rights
Act of 1964 requires employers to



maintain records relating to employ-
ment decisions for one year. Other
federal laws applicable to government
contractors and subcontractors
require such organizations to maintain
personnel and employment records
for two years.

Furthermore, an organization should
ensure that it has the means to stop
the destruction of e-mail in the event
of litigation or a government investi-
gation. Once an organization is
threatened with litigation or an 
investigation, the failure to stop the
destruction of e-mail (or other 
pertinent documents or information)
can have serious consequences. For
instance, the Sarbanes-Oxley Act of
2002 provides that the destruction of
documents in order to obstruct a 
federal investigation or bankruptcy
proceeding is punishable by fines and
imprisonment of up to twenty years.

8. Make Sure That Policies
Covering Confidential Information Address
E-mail

Each organization should establish
and maintain a written policy for the
handling of confidential information,
including trade secrets. If the organi-
zation has a policy in place that covers
confidential information, management,
in conjunction with counsel, should
review the policy regarding the 
transmission, receipt, and handling of
e-mail containing confidential infor-
mation, including trade secrets, to
ensure that the organization is taking
steps that are reasonable under the
circumstances to protect its confiden-
tial information.

If at all possible, confidential informa-
tion should not be discussed in e-mail.
If it is necessary to discuss trade
secrets or other confidential 
information in e-mail, the policy
should mandate that e-mail containing

such information must be sent only
to those individuals who have a need
to know the information. The policy
should also require that e-mail 
containing confidential information
include cautionary language indicating
that the contents are confidential and
directing the recipient to ensure that
the contents of the e-mail remain
confidential. Furthermore, if e-mail
containing confidential information
will be stored electronically, the policy
should require that such e-mail be
stored on a secure computer or 
server. If there is no need to retain
e-mail containing confidential infor-
mation, the policy should require that
the e-mail be deleted. The policy
should also restrict the number of
hard copies of confidential e-mail
that a recipient may make. If the
hard copies are retained, they should
be stored in a secure area. If the
hard copies are not retained, they
should be destroyed in an appropriate
manner (e.g., shredded).

When crafting a policy for the 
handling of confidential e-mail,
management should bear in mind  that
e-mail can be endlessly forwarded and
retransmitted, which multiplies the risk
that confidential information 
communicated via e-mail may be
improperly disclosed. To address this
problem, management may wish to
investigate software packages that
restrict the ability to forward 
designated messages. In addition, to
mitigate the risk of unauthorized 
interception of or access to confiden-
tial information communicated via 
e-mail, management may wish to 
consider use of encryption software.

9. Educate Employees About the
Perils of E-mail

It is not enough for only top manage-
ment to know about the dangers of

e-mail. Employees at all levels of an
organization should be educated
about the perils posed by e-mail and
steps that they can take to mitigate
those dangers. Also, employees
should be educated about the basics
of trade secret protection, the 
attorney-client privilege, and the work
product privilege. Furthermore, an
organization’s technology usage policy
should mandate that e-mail communi-
cations should be written with as
much care and sensitivity as a 
hard-copy memorandum or letter.
The organization’s technology usage
policy should also remind employees
that the e-mail system is the property
of the organization and is intended 
to be used in furtherance of the 
organization’s business, and that the
organization retains the right to 
monitor e-mail under appropriate 
circumstances.

10. Do Not Use a Home PC for
Business Purposes

If an employee is concerned that a
court hearing a business dispute
between his or her employer and a
third party may require the employee
to produce the hard drive in the
employee’s home computer, the
employee should not use his or her
own computer for business purposes.

The foregoing list of suggestions is
not meant to be comprehensive, and
each organization and its counsel
should craft e-mail policies to fit the
environment in which the organization
operates.

If you have any questions about the issues
raised in this alert, please contact:

Jay Rodriguez (404) 815-2283
jayrodriguez@paulhastings.com

Kelly Koelker                (404) 815-2242
kellykoelker@paulhastings.com
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