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Companies with employees, cus-
tomers or other business in California
should be aware of a new California
data security law that goes into effect
in just one month. Effective July 1,
2003, this new law – the first of its
kind ever adopted – will require such
companies to provide notice to
California residents of any computer
security breach that allowed an unau-
thorized person to acquire such resi-
dent’s personal information. This
new requirement is the result of
California’s enactment last year of SB
1386 (as codified at § 1798.82 et seq.
of the California Civil Code, the
“Act”).

Purpose of the Act
The Act was designed to address the
risk of identity theft stemming from
the ever-increasing stores of personal
information maintained in computer
databases. The specific triggers for
the Act were the April 2002 hacker
attack on California’s payroll database
– which maintains personal informa-
tion on 265,000 state employees – and
the failure by the California state con-
troller to notify state employees of
this attack for more than two weeks
after the breach.

Who is covered by the Act?
The Act applies to any person or
business that conducts business in
California (a “Covered Person”) and
owns or licenses computerized data
that includes unencrypted personal

information of California residents
(the “Covered Data”). It does not
matter whether a Covered Person has
offices in California or whether the
Covered Data is stored in California.
The Act also applies to any person or
business that maintains, but does not
own, Covered Data. Under the Act,
outsourcing companies are required
to notify the owners or licensees of
Covered Data who in turn are
required to notify the affected
California residents of a Covered
Breach (as defined below).

What type of information is cov-
ered by the Act?
The Act covers sensitive personal
information. The Act defines “per-
sonal information” to mean an indi-
vidual’s first name or first initial and
last name in combination with any
one or more of the following data
elements, when either the name or the
data elements are not encrypted: (i)
Social Security number; (ii) driver’s
license number or California
Identification Card number or (iii)
account number, credit or debit card
number, in combination with any
required security code, access code, or
password that would permit access to
an individual’s financial account. The
Act does not define the term “finan-
cial account,” leaving to subsequent
interpretation whether the term will
extend beyond bank, credit card and
similar accounts to cover accounts
reflecting customer ordering history,

frequent flyer and or shopper accru-
als, or similar information with some
(if only minimal) financial nexus.

The definition of “personal informa-
tion” does not include publicly avail-
able information that is lawfully made
available to the general public from
federal, state, or local government
records.

The Act does not apply to encrypted
data. It is not clear whether any type
of encryption (even weak methods)
will satisfy the requirements of the
Act, but news reports suggest that
several companies are deploying
encryption systems to take advantage
of this apparent safe harbor.

Covered Data includes personal infor-
mation of any California resident, not
just customers. If a Covered Person
maintains personal information of
employees, beneficiaries, prospects,
former customers, vendors or any
other California residents, such data
may be Covered Data as well.

What triggers the notice
requirement?
The Act’s disclosure requirements are
triggered if (i) there is a breach of the
security of a Covered Person’s com-
puter system containing Covered
Data, (ii) such Covered Person dis-
covers or receives notification of such
breach and (iii) such Covered Person
reasonably believes that the Covered
Data was acquired by an unauthorized
person (a “Covered Breach”).
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The Act defines “breach of the secu-
rity of the system” to mean an unau-
thorized acquisition of computerized
data that compromises the security,
confidentiality, or integrity of person-
al information maintained by the per-
son or business. Good faith acquisi-
tion of personal information by an
employee or agent of the person or
business for the purposes of the per-
son or business is not a breach of the
security of the system, provided that
the personal information is not used
or subject to further unauthorized
disclosure.

It is not clear how much investigation
is required to seek out Covered
Breaches. The Act only seems to
apply to a discovery or receipt of
notice of a Covered Breach.
However, it will not be easy in a large
organization to determine when a
Covered Breach has been discovered
or when notice was received.

When is notice required?
The Act requires that disclosure of a
Covered Breach be made in “the most
expedient time possible and without
unreasonable delay.” There are two
exceptions to the prompt notice
requirement. First, the notice may be
delayed to avoid compromising law
enforcement’s criminal investigation.
Second, the notice may be delayed
until completion of any measures
necessary to determine the scope of
the breach and to restore the reason-
able integrity of the data system.

What type of notice is
required?
Notice may be provided by one of
three methods: (i) actual notice, in
writing or electronically, (ii) substitute
notice, in certain cases, via e-mail,
web sites and statewide media or (iii)
through a company’s existing infor-
mation security policy.

Actual Notice. Actual notice may be
provided in writing (post cards or let-

ters) or electronically (e-mail).
Electronic notice may be used only if
the recipients have consented to
receive e-mail notices in a manner
consistent with the requirements of
the federal E-Sign Act.

Substitute Notice. Substitute notice may
be used only if (i) the cost of provid-
ing actual notice would exceed
$250,000, (ii) the affected class of
subject persons to be notified exceeds
500,000 or (iii) the Covered Person
does not have sufficient contact infor-
mation.

Substitute notice requires all of the
following: (i) e-mail notice when the
Covered Person has an e-mail address
for the subject persons, (ii) conspicu-
ous posting of the notice on the web
site page of the Covered Person, if it
maintains one, and (iii) notification to
major statewide media.

Existing Information Security Policy. A
Covered Person that maintains its
own notification procedures as part
of an information security policy for
the treatment of personal information
and is otherwise consistent with the
timing requirements of the Act shall
be deemed to be in compliance with
the notification requirements of the
Act if the Covered Person notifies
subject persons in accordance with its
policies in the event of a Covered
Breach.

What are the penalties?
The Act provides for private actions
for damages and injunctive relief.
More importantly, the Act does not
prohibit class actions. While con-
sumer representatives have argued
that such remedies are both appropri-
ate and necessary to protect the pub-
lic from identity theft and other
crimes, and to force companies to
place a higher priority on data securi-
ty, critics of the Act have expressed
concern about a potential tidal wave
of nuisance litigation.

Recommendations for comply-
ing with the Act.
Every business that conducts business
in California and that stores, or out-
sources the storage of, sensitive per-
sonal information of California resi-
dents should take appropriate meas-
ures to comply with the Act prior to
July 1, 2003. Those measures should
include at the minimum the following:

Audit Covered Data. Audit all
Covered Data owned, licensed or
maintained, whether internally or
through any outsourcing supplier or
other vendor, to confirm the nature
and location of such data.

Consider Segregating Covered Data.
It may be possible to segregate the
Covered Data of California residents,
thereby limiting the scope of the rec-
ommended audit and permitting sepa-
rate treatment for such data.
However, it is likely that other states
and the federal government will fol-
low California’s lead. Inevitably,
therefore, the Act’s notice require-
ments will likely apply to residents of
all states. Thus it may be more practi-
cal to notify all persons wherever situ-
ated who is affected by a security
breach covered by the Act.

Consider Encryption. Although the
application of this safe harbor is not
clear, encrypting Covered Data is a
logical first step. At the minimum,
encryption should be deployed for
either the name or the data elements
(both is better). Encryption of files
only when in transit does not appear
to satisfy the safe harbor. The cost of
encryption must be weighed against
the cost of providing notice of a
Covered Breach and possible class
actions that might result from failure
to provide the required notice.

Third-Party Agreements. Review
and amend third-party agreements
regarding the ownership, use, license,
collection, outsourcing, processing,
storage, maintenance and/or trans-



mission of Covered Data. Pay partic-
ular attention to the language of con-
tract sections dealing with compliance
with applicable law (including the
Act), security measures, encryption,
disclosures, notices, indemnification
and limitations of liability.

Consents to Receive E-Mail Notices.
Obtain consents to receive e-mail
notices (specifically refer to the Act
and other similar laws) consistent
with E-Sign from any person for
whom Covered Data is held. At the
minimum, consent language should
be added to all web site terms and
conditions, privacy notices and poli-
cies and data collection forms where
Covered Data is gathered.

Security Monitoring Program.
Develop, implement and document a

comprehensive security monitoring
program to discover Covered
Breaches and to process notices of
Covered Breaches from third-parties.
Require third-party vendors to adopt
an appropriate security monitoring
program and notification procedures
for Covered Breaches.

Notification Procedures. Develop,
implement and document specific
notification procedures for use
throughout the business and any affil-
iates. A carefully crafted information
security policy and notification proce-
dures may be utilized to provide the
statutory notice in lieu of the poten-
tially more expensive actual or substi-
tute notice requirements of the Act.
The security policy and notification
procedures should provide appropri-
ate protocols to determine whether a

Covered Breach has occurred and
reporting guidelines for all employees
and vendors.

Training. Develop, implement
and document a comprehensive
employee training program covering
all aspects of the Act, the monitoring
program, the information security
policy and the notification proce-
dures.

Should you have any questions concerning
the Act or its application to your business,
please contact gçÜå^äíçêÉääá in our New
York office at (212) 318-6607 
johnaltorelli@paulhastings.com, or
jáÅÜ~ÉäiáåÇëÉó in our Los Angeles
office at (213) 683-6262
michaellindsey@paulhastings.com.
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