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Applicability of “Red Flag” Identity Theft Rules 
to Investment Advisers  
BY THE INVESTMENT MANAGEMENT PRACTICE  

On November 1, 2009, many investment advisers will be required to comply with the Federal Trade 
Commission’s “Identity Theft Red Flag Rules.”1 The Red Flag Rules will require these covered advisers 
to develop and implement a written identity theft prevention program. We summarize the 
requirements of these rules below. 

What Are the Red Flag Rules? 

The Red Flag Rules were adopted by the Federal Trade Commission (“FTC”) and other bank agencies 
under the Fair and Accurate Credit Transactions Act of 2003. Their purpose is to combat identity theft 
in connection with the establishment and operation of certain types of consumer accounts. 

Who Is a Covered Entity Under the Red Flag Rules? – “Financial Institutions” and 
“Creditors” 

The Rules cover “financial institutions” and “creditors.” A “financial institution” includes any state or 
federal bank or any person that directly or indirectly holds a “transaction account” belonging to a 
consumer. A transaction account is an account with check-writing privileges or that supports payments 
or transfers to third parties. An investment adviser likely would not meet the definition of financial 
institution under the Red Flag Rules.  

A “creditor” includes any person that regularly extends, renews, or continues credit or regularly 
arranges for the extension, renewal, or continuation of credit. The FTC has explained that any person 
that provides a product or service for which a consumer pays after delivery is a creditor under the 
Rules. An investment adviser that does not require pre-payment of advisory fees would likely fall 
within the definition of “creditor” – as it provides advisory services for which a consumer pays after 
delivery. Such an investment adviser is, therefore, a “covered entity” under the Red Flag Rules. 

What Is a “Covered Account” Under the Red Flag Rules? 

An adviser that is a “covered entity” under the Red Flag Rules must determine whether it has any 
“covered accounts.” If an adviser has “covered accounts,” then it must establish an identity theft 
program. If an adviser does not have any “covered accounts,” then it is not required to establish a 
program. 
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Two types of accounts are “covered accounts.” The first includes a consumer account maintained 
primarily for personal, family, or household purposes that is designed to permit multiple payments or 
transactions. 

The second type of account is a broad “catch-all” and includes any other account, including a business 
account that poses “a reasonably foreseeable risk to customers or to the safety and soundness of the 
creditor from identity theft, including financial, operational, compliance, reputation, and litigation 
risks.” As a result, advisers that are covered entities under the Red Flag Rules must at a minimum 
periodically evaluate whether any of their accounts are “covered accounts” included in this second 
category.  

Because regulators will likely review these determinations after the fact (after an identity theft has 
occurred), the adviser will bear a heavy burden to justify a determination that an account was 
properly not deemed to present a reasonably foreseeable risk of identity theft. Certainly, accounts of 
clients who are natural persons are likely to be considered “covered accounts.” Institutional accounts 
(e.g., accounts of corporations, investment or hedge funds, and other types of entities), however, 
may present different identity risk considerations, and many advisers may determine that such 
accounts are not “covered accounts.” Other advisers, however, may err on the side of caution and 
conclude that institutional accounts are “covered accounts.” This risk assessment should be done at 
least annually. 

What If You Are a Covered Entity and Have Covered Accounts – What Do the Red 
Flag Rules Require? 

Advisers that are covered entities and that have covered accounts must develop, implement, and 
administer a written identity theft prevention program (the “Program”), which includes four basic 
elements: 

• Identify — The Program must include reasonable policies and procedures to identify the “red 
flags” for identity theft that the adviser must see in the day-to-day operation of its business. 
Red flags are suspicious patterns or practices, or specific activities that indicate the possibility 
of identity theft.2 In designing and updating its Program, an adviser should undertake a risk 
assessment that considers both the methods it uses to open accounts and the methods it uses 
to access accounts. The Program should take into consideration the adviser’s previous 
experiences with identity theft. 

• Detect — The Program must be designed to detect the red flags the adviser has identified.  

• Respond — The Program must describe appropriate actions the adviser will take if and when 
red flags are detected, and the adviser must try to prevent or mitigate identity theft when and 
where possible. 

• Update — The adviser must address how it will reevaluate and update its Program periodically 
to reflect any new risks from identity theft. 

The adviser’s board of directors or, if the adviser has no board, a senior manager (e.g., the Chief 
Compliance Officer) should review and approve the adviser’s Program. The board of directors or senior 
personnel should also supervise the Program’s administration and arrange for the training of staff, as 
necessary, to implement the Program effectively. The adviser should also supervise third-party service 
providers that participate in the implementation of the Program. 
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Failure to comply with the Red Flag Rules can result in monetary penalties as well as regulatory 
enforcement action. Currently the law sets $3500 as the maximum civil penalty per knowing violation. 
Although there is no private right of action, consumers can file complaints with the FTC. 

Finally, even if an adviser is not currently required to have a Program, the adviser’s general 
compliance policies should provide for periodic reassessment of this exempt status. 

  

If you have any questions concerning compliance with the Red Flag Rules, please do not hesitate to 
contact any of the following Paul Hastings Investment Management attorneys: 

Chair 

Michael R. Rosella 
212-318-6800 
mikerosella@paulhastings.com 

Vice Chair 

David A. Hearth 
415-856-7007 
davidhearth@paulhastings.com 

Wendell M. Faria 
202-551-1758 
wendellfaria@paulhastings.com 

Michael Glazer 
213-683-6207 
michaelglazer@paulhastings.com 

Jacqueline A. May 
212-318-6282 
jacquelinemay@paulhastings.com 

Mitchell E. Nichter 
415-856-7009 
mitchellnichter@paulhastings.com 

Rey Pascual 
404-815-2227 
reypascual@paulhastings.com 

Domenick Pugliese 
212-318-6295 
domenickpugliese@paulhastings.com 

Gary D. Rawitz 
212-318-6877 
garyrawitz@paulhastings.com 

Arthur L. Zwickel 
213-683-6161 
artzwickel@paulhastings.com

 

 

 
1 The Red Flag Rules became effective on January 1, 2008, and compliance has been phased in over a period of time for 

various institutions. See our July 2008 client alert, Funds with Check Writing Privileges Must Establish Identity Theft 
Prevention Programs by November 1st, which discussed the applicability of the Red Flags Rule to mutual funds. 
http://paulhastings.com/assets/publications/962.pdf?wt.mc_ID=962.pdf. In the next few months preceding the 
November 1st compliance date, the FTC expects to provide additional guidance and resources respecting the Red Flag 
Rules. Among other things, the FTC will create a special link for small businesses and entities with a low risk of identity 
theft (such as investment advisers) on its dedicated red flag website (www.ftc.gov/redflagsrule).   

2  “Identity theft” is defined as “a fraud committed or attempted using the identifying information of another person 
without authority.”   
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