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The Department of Commerce’s Bureau of Industry 
& Security (“BIS”) on December 9, 2004, issued 
new regulations reorganizing controls on export 
of encryption items.1 “Encryption items” include 
any commodity (hardware) or software incor-
porating, or specially designed or modified to 
employ, a cryptographic capability. The term also 
encompasses technical information or assistance 
relating to cryptography. The new rule took effect 
immediately. 

All manufacturers, distributors, exporters, and 
re-exporters of these types of items must become 
familiar with these changes to ensure compliance. 
Similarly, all export compliance programs that 
address export of encryption must be revised to 
account for these new provisions. 

This alert provides only a brief summary of the 
principal changes effected by the new rule. It is 
not intended as a substitute for a comprehensive 
review of the provisions as, for example, restric-
tions apply to the use of several of these measures.

Several Liberalizing Changes

Under the prior rules, most encryption hard-
ware or software was eligible for export to most 
destinations under an exception to the licensing 
requirements known as “ENC.”  However, in 
order to utilize ENC, in the majority of instances 
an exporter needed to file a request for review 
with BIS and, depending on the type of export 
intended, either wait 30 days after the review 
request was registered for filing or wait until BIS 
responded with confirmation of eligibility for 
ENC treatment. Encryption technology often was 
not eligible for this type of exception and, instead, 
required a license for export to unrelated parties. 

That last limitation remains unchanged, but the 
new rules do contain five liberalizing changes of 
particular note:

• First, the rule expands the list of countries to 
which most encryption items may be exported 
immediately upon submission of a review 
request to BIS, without the 30-day waiting 
period applicable to countries not in that 
favored group. The group of “preferred” coun-
tries (identified in Supplement No. 3 to part 
740 of the Export Administration Regulations2) 
now encompasses all current members of 
the European Union (“EU”), including those 
countries that joined the EU on May 1, 2004. 
Thus, this rule adds Cyprus, Estonia, Latvia, 
Lithuania, Malta, Slovakia and Slovenia.  

• Second, the rule reorganizes and renames 
what until now was known as the “retail” 
ENC license exception. An item that quali-
fied for retail designation under the prior rules 
was eligible for expanded export and labored 
under less rigorous reporting requirements 
to BIS. That category, now simply known as 
“(b)(3)” for the regulatory provision in which 
it is described, is now formally constituted as 
the presumptive category for encryption hard-
ware and software. Unless an item is expressly 
excluded from (b)(3) consideration, it is now 
eligible for the more lenient (b)(3) treatment. 
However, it is important to recognize that 
the types of items now expressly identified as 
excluded from (b)(3) consideration largely track 
prior practice. In other words, what BIS has 
done is largely to codify its prior practice in 
making “retail” determinations. Nonetheless, 
this is an important change as it should provide 
greater certainty and transparency to the regula-
tory process. 

• Third, unlike in the past when an exporter was 
required to await confirmation from BIS before 
taking advantage of the more liberal “retail” 
provisions, the new rules allow an exporter to 
invoke the identical “(b)(3)” privileges 30 days 
after BIS has registered the filing of the export-
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er’s review request, unless BIS affirmatively 
places a hold on processing of the request. BIS 
can retract (b)(3) eligibility after the 30-day 
period, but the exporter will not be penalized 
for reliance on that designation in the interim.

• Fourth, the rule expands a prior exception that 
allowed export of encryption items (including 
technology and technical assistance) to foreign 
subsidiaries of U.S. companies without need 
for review request or license. Under the new 
rules, that exception now includes exports to 
subsidiaries of parent companies that are head-
quartered in Canada or in any of the countries 
identified in Supplement No. 3 to part 740 
(the “preferred” group already described). 
Importantly, however, as was true under the 
prior rules, this special dispensation is available 
only when the export is for internal company 
use. For permission to sell or transfer an item 
outside of the company, the ordinary review 
request or license requirements apply.

• Finally, the rule expands eligibility for release 
from U.S. export controls of items incorporat-
ing only small (de minimis) amounts of U.S.-
origin content or technology. Foreign-produced 
encryption items that incorporate such de 
minimis amounts are now treated in the same 
manner as other foreign-made items under the 
regulations, making them eligible for release 
from control if the U.S. content falls below the 
prescribed thresholds. However, this release is 
not available if the U.S.-origin content in ques-
tion itself is controlled as encryption-related 
technology. 

A Few Changes In the Other Direction

The rule also includes a few changes that cannot 
be characterized as loosening controls.

• Most notably, the rule expressly excludes from 
eligibility for license exception ENC treatment 
any encryption hardware specifically designed 
to “reduce the compromising emanations of 
information-bearing signals” (classified as 
5A002.a.4 under the regulations) and “com-
munications cable systems designed to detect 
surreptitious intrusion” (5A002.a.8). This 
provision marks a formal narrowing of the 
ENC eligibility criteria and mandates a license 
requirement in most instances for these items.

• In addition, the rule makes express BIS’s previ-
ously implicit authority to halt processing of 

a review request—thereby, halting passage of 
the 30-day waiting period after which export 
is permitted—in order to request additional 
technical information about an encryption item 
submitted for review. If the information is not 
furnished within 28 days, BIS may suspend or 
revoke authorization to export the reviewed 
item. 

Notes:
1. 69 Federal Register 71356 (Dec. 9, 2004).
2. 15 C.F.R. Part 740 Supp. 3.

Paul, Hastings maintains one of the leading export 
practices concentrating in controls on encryption. 
We provide companies with export counseling, 
develop export compliance programs that comply 
with regulatory requirements, handle license, clas-
sification and other filings with government export 
agencies, and represent companies in litigations 
and regulatory investigations of export violations. 
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