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A NY practicing lawyer would 
have to be living under a rock 
to have missed the onslaught 

of electronic evidence spoliation sanc-
tions cases. Many of these cases involve 
situations where an employee of a corpo-
ration, in custody of relevant electroni-
cally stored information (ESI), destroys 
that ESI after the company’s lawyers 
notified that employee to preserve the 
ESI as part of a “litigation hold.” 

Corporations could drastically reduce 
the risk arising from such actions by their 
employees by collecting and securing the 
ESI to be preserved, rather than leaving 

it in the employee’s hands and hoping for 
compliance with preservation instructions. 
However, there is a cost associated with per-
forming collection properly that may not be 
appropriate to bear in all cases, especially 
when a proper collection should document 
chain of custody issues and may encompass 
the need to leave metadata intact. Currently, 
there are no clear rules drawing the line 
between those situations where a corpora-
tion should be collecting for preservation 
and those where it is reasonable to leave 
responsibility for preservation in the hands 
of the witnesses or custodians. Nonetheless, 
a review of some recent examples from case 
law and an appreciation of practical reali-
ties suggest some guidelines for corporate 
counsel to consider.

Custodian-Based ‘Litigation Hold’
Any organization that reasonably antici-

pates litigation or government regulatory 
proceedings bears an obligation to preserve 
information, including ESI, relevant to the 
reasonably anticipated claims and defenses. 

This obligation arises, at the latest, when 
the entity receives its first notice that a law-
suit or other proceeding has been initiated. 
The duty to preserve often is triggered even 
earlier, by some other event that places the 
organization on notice of potential litiga-
tion. 

Once the preservation obligation exists, 
the company must take steps to implement 
what is commonly referred to as a “litiga-
tion hold.” When a determination has been 
made that a hold should be put in place, 
custodians of relevant information must be 
notified of this decision so that they can 
take appropriate action to preserve the infor-
mation. Complying with the instruction to 
“not destroy” paper documents is normally 
a simple matter of refraining from destruc-
tive action. 

Preserving ESI is not so simple, however, 
because ESI can be destroyed by automated 
and routine processes unless the custodian 
takes affirmative action to interrupt these 
processes. Accordingly, a defensible litiga-
tion hold must go beyond a mere notice to 

M o n d ay,  o c t o b e r  2 7 ,  2 0 0 8

Web address: http://www.nylj.com

A  N E W  Y O R K  L A W  J O U R N A L  S P E C I A L  S E C T I O NA  N E W  Y O R K  L A W  J O U R N A L  S P E C I A L  S E C T I O N

E-DiscovEryE-DiscovEry

Put preservation obligations in the right  
hands—spoliation carries heavy consequences. 
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custodians of the preservation obligation; it 
must also set forth a process by which ESI 
subject to the hold can be identified and 
“frozen” on the different systems and loca-
tions that may contain it. 

Unfortunately, history has demonstrated 
repeatedly that not all custodians pay atten-
tion to preservation instructions, understand 
them, or comply with them. In certain cases, 
an organization’s interests are better served 
by promptly collecting ESI from the cus-
todians rather than leaving the ESI in the 
hands—and at the mercy—of its custodians. 
As one court recently stated, a company can 
and should take “reasonable steps to prevent 
all of its employees from doing wrongful and 
foolish things, like destroying evidence, under 
the pressure of litigation.” Hawaiian Airlines 
v. Mesa Air Group, 2007 Bankr. LEXIS 3679 
at *15 (Bankr. D. Haw. Oct. 30, 2007).

In the Hands of the Accused

One situation where ESI should be pre-
served by collecting it from the custodian, as 
opposed to relying on the custodian to sat-
isfy the preservation obligation, is where the 
custodian’s behavior or activity is implicated 
by the allegations giving rise to the duty to 
preserve. If the company is being sued based 
on the allegation that Joe Employee commit-
ted malfeasance, and this malfeasance may be 
reflected in Joe’s e-mails, then expecting Joe 
to carefully preserve his e-mails may not be 
the most reasonable course of action, particu-
larly where the e-mails are “inadvertently” 
destroyed (when Joe happens to drop his 
computer out the window, or his teenage son 
overwrites the hard drive with downloaded 
.mp3 files). Yet the case law contains several 
examples where lawyers have done just that. 
Maybe the profession’s view of human nature 
is simply too optimistic.

It’s hard to write an article about electron-
ic discovery without mentioning Zubulake v. 
UBS Warburg, 229 FRD 422 (SDNY 2004), 
given its status as the seminal case in the 
history of electronic discovery, and its pro-
found influence on case law and rulemaking 
at the federal and state level. While Zubu-

lake raised a number of important electronic 
discovery issues, the one that really burned 
the defense was the spoliation committed 
by key witnesses whose behavior was at the 
heart of Ms. Zubulake’s gender discrimina-
tion allegations.  

These key witnesses destroyed information 
after they were aware of Ms. Zubulake’s allega-
tions and after they had been instructed (more 
than once) by the company’s lawyers that they 
should not delete potentially relevant e-mails. 
They were caught because the e-mails that they 
manually deleted from their e-mail boxes had 
already been preserved on backup tapes. When 
UBS was ordered to provide e-mails from those 
backup tapes, the jig was up. Id. at *16-*20.

The Zubulake case provides a classic exam-
ple of a situation where placing compliance 
with preservation obligations in the hands 
of custodians whose personal behavior was 
implicated by the allegations of wrongdoing 
led to a disastrous result for the company 
employing those custodians (more than $29 
million). Simply gathering the ESI into a 
secure storage location would have elimi-
nated this risk and possibly changed the out-
come of the litigation. The cost of doing so 
would have been relatively negligible under 
the circumstances.

In the Hawaiian Airlines (HA) case, the 
court explicitly recognized the folly of cus-
todian “self-preservation” under certain situ-
ations. Hawaiian Airlines v. Mesa Air Group, 
2007 Bankr. LEXIS 3679 (Bankr. D. Haw. 
Oct. 30, 2007). That case arose from allega-
tions of breach of a confidentiality agreement 
entered into by prospective sources of fund-
ing for HA’s plan of reorganization. These 
prospects were given password access to a 
secure Web site (the “data vault”) which 
contained electronic documents intended 
to assist in evaluation of the investment 
opportunity. One prospect, a company called 
Mesa, allegedly breached the agreement and 
then misused the confidential information 
in direct competition with HA.

Mesa’s CFO, who signed the confidential-
ity agreement for the company, downloaded 
numerous documents from the data vault 
Web site. After the lawsuit was filed, Mesa’s 

counsel sent the CFO and other executives 
an e-mail instructing them to “preserve any 
and all documents that may be related to the 
matters set forth in the Complaint including 
emails, electronic documents, notes, models, 
etc.” Id. at *7. The CFO’s response to this 
e-mail was to begin a search for effective 
data destruction tools—a search he conducted 
by sending an e-mail asking how to destroy 
electronic information in a way that would 
make it look like the information was never 
there. Id. at *7-*8.

In a sworn affidavit, the CFO stated that 
he had never copied information from the 
data vault to a hard drive. Unfortunately for 
him, these claims were proved false by the 
production of documents he had sent to oth-
ers at Mesa. After the judge made “pointed 
comments” about the CFO’s credibility at a 
hearing, the CFO left the courtroom to use 
computer software that scrubbed his laptop 
hard disks and tried to change his system 
clocks so that it would appear he had erased 
the computers before the lawsuit began. Id. 
at *10. Not surprisingly, the CFO’s attempt 
at concealing his activities was promptly dis-
covered. The company tried to salvage the 
situation by repeating the CFO’s excuse that 
his drive-wiping gusto was merely intended 
to conceal his viewing of “adult content” on 
his laptops, rather than to destroy relevant 
evidence in the case. Unfortunately for his 
employer, the CFO’s claim was not supported 
by any evidence and given no credence by 
the court. 

While the court acknowledged that there 
was no evidence that anyone, either a Mesa 
employee or Mesa’s counsel, knew or con-
doned the CFO’s spoliation spree, it faulted 
the company for providing the opportunity 
for the destruction to occur by failing to 
secure the ESI promptly.

Mesa could have taken reasonable steps that 
would have prevented, or mitigated the con-
sequences of, [the CFO]’s destruction of evi-
dence. For example, Mesa could have made 
a backup of [the CFO]’s H drive and the hard 
drives of Laptop 1 and Laptop 2 promptly 
after HA filed suit. Doing so would not have 
been costly, burdensome, or unduly disruptive 
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of Mesa’s business. Instead, Mesa simply told 
[the CFO] to preserve all evidence and trusted 
him to comply. Even though [the CFO] was 
a valued, trusted, high level employee of 
the company, Mesa could and should have 
taken reasonable steps to prevent all of its 
employees from doing wrongful and foolish 
things, like destroying evidence, under the 
pressure of litigation. Because Mesa failed to 
take such steps, Mesa facilitated [the CFO]’s 
misconduct. Id. at *14-15. 
 The result of Mesa’s misplaced trust in its 

CFO was a series of devastating adverse fac-
tual findings based on what the court deemed 
“reasonable inference[s]” from the conduct. 
Id. at *25.

Preservation and the CEO
In many cases, plaintiffs are keen to see 

what is in the CEO’s electronic mailbox. This 
is especially true in cases where allegations 
are made about the CEO’s knowledge and 
complicity, for example, in price-fixing cases. 
In re Intel Microprocessor Antitrust Litigation, 
2008 WL 2310288 (D. Del. June 4, 2008), 
is a pending case involving allegations of 
monopolistic and anticompetitive practices 
against Intel. The plaintiff AMD, an Intel 
competitor, also alleges massive spoliation of 
ESI by Intel based on certain disclosures made 
by Intel during the course of the litigation. 
Among the significant spoliation allegations 
is the claim that Intel’s CEO failed to preserve 
relevant e-mail. The CEO’s response to this 
claim? He assumed IT was taking care of it. 

Perhaps IT should have. It hardly seems reason-
able to expect that a CEO of a company the size of 
Intel should be relied on to implement litigation 
holds directly. This would be especially true where 
a company is involved in multiple simultaneous 
litigations on a constant, ongoing basis. Even 
apart from whether the CEO has the time, the 
knowledge or the ability to implement the hold 
over ESI in his or her custody, prudence would 
dictate taking simple and inexpensive steps to 
limit the risk of spoliation by the CEO in a case 
with high stakes. 

A similar scenario played out with another 
giant of the technology industry, Oracle. In a 
securities litigation class action, the plaintiffs 

moved for sanctions because Oracle failed to 
preserve e-mails from its CEO, who was also 
a named defendant in the lawsuit. Nursing 
Home Pension Fund v. Oracle Corp., 2008 
U.S. Dist. LEXIS 66740 (N.D. Cal. Sept. 2, 
2008). In the face of this failure, Oracle was 
reduced to arguing that it produced e-mails 
from other employees who sent or received 
e-mails from the CEO. 

The court noted that nonetheless “it is 
impossible to know whether additional unpro-
duced emails were also deleted or not turned 
over…[t]his uncertainty about the existence 
of other emails is precisely the reason all of 
[the CEO]’s emails should have been preserved 

and produced.” Id. at *22. The result was a 
severe spoliation sanction in the form of an 
adverse inference. See also United States v. 
Philip Morris, 327 F.Supp.2d 21 (D. D.C. 2004) 
(court ordered evidentiary sanction preclud-
ing the testimony at trial of any fact or expert 
witnesses who failed to comply with Philip 
Morris’ internal document retention program, 
finding it “particularly troubling…that Philip 
Morris specifically identified at least eleven 
employees who failed to follow the appro-
priate procedures,” most of whom held some 
of the highest, most responsible positions, 
including the Director of Corporate Respon-
sibility and the Senior Vice President of  
Corporate Affairs).

Drawing the Line
These and other similar cases and practi-

cal experience suggest certain reasonable-
ness guidelines to follow when faced with a 
decision to allow custodians to implement 
a litigation hold over ESI in their custody 

and control, or instead to collect and secure 
the ESI so that there is no opportunity for 
the custodian to inadvertently or intention-
ally commit spoliation. Certainly counsel 
should consider removing ESI preservation 
responsibilities from the hands of employ-
ees where the allegations implicate the per-
sonal behavior of the custodians of relevant 
ESI, or the CEO or other top executives 
are subject to the litigation hold. Counsel 
may also wish to consider collecting from  
custodians where: 

• the case involves potential criminal 
liability for the organization or any of 
its employees;
• the mechanics of implementing the 
hold properly are not easy and obvious to 
custodians (for example, where technical 
expertise is required); 
• automated and routine processes will 
result in the loss of information unless 
affirmative steps are taken to keep it;
• the case is significant and there are 
a relatively small number of custodians 
with relevant ESI.
Undoubtedly courts will issue additional 

opinions addressing the duties of corporations 
implementing litigation holds over ESI in 
the control of their employees. For those 
who do not want to become examples of 
over-reliance on employee self-preservation, 
careful consideration of the circumstances 
under which collecting and securing the 
employee ESI is recommended.
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In certain cases, an 
organization’s interests  

are better served by 
promptly collecting ESI 

from the custodians  
rather than leaving the ESI 
in the hands—and at the 
mercy—of its custodians.
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