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B E S T P R A C T I C E S

The authors identify some desirable vendor performance metrics that reasonably can be

incorporated into vendor contracts and provide corporations with a higher degree of pro-

tection when contracting for e-discovery services.
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C orporations, struggling to manage huge volumes
of data accumulating at exponential rates, will
spend a staggering three billion dollars this year

on e-discovery related services.1 Some large corpora-
tions employ in-house counsel and other professionals
who specialize in e-discovery, but most companies out-
source critical e-discovery services. In significant litiga-

tion and government investigations, contracts with
third parties responsible for collecting and processing
electronic data often involve hundreds of thousands–
and sometimes millions–of dollars.

Notwithstanding the significant cost and importance
of e-discovery services, in many cases corporations and
their counsel receive no written assurances from
e-discovery vendors concerning the quality, timeliness
or level of services that will be provided. Remarkably,
e-discovery vendors usually dictate the terms of their
engagement by writing the contract that governs the re-
lationship with corporations and their counsel. These
vendor-drafted contracts are frequently one-side agree-
ments that contain no meaningful promises by the ven-
dor regarding the services that it will provide.

Important Measures of Vendor Performance. Contracts
for e-discovery services drafted by the vendor typically
lack any performance requirements governing the ser-
vices provided. For example, these agreements usually
fail to address the speed with which data will be pro-
cessed and loaded for review, the accuracy of the ven-
dor’s work, the speed with which the vendor’s review

1 See Socha-Gelbmann Electronic Discovery Survey Re-
port, available at http://www.sochaconsulting.com/2007survey
results.php.
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tool will operate, or the speed with which the vendor
will prepare documents for production.

The absence of any specificity regarding the quality
and speed of the vendor’s work can result in the parties
failing to reach a meeting of the minds regarding what
is expected under the agreement, making it more diffi-
cult both to manage e-discovery projects and hold a
vendor accountable for performance shortcomings.

While a contract with an e-discovery vendor can
never anticipate and address all of the potential
e-discovery challenges and pitfalls that can affect the
underlying litigation or investigation, such contracts
can and should address some of the broader issues that
bear directly on the quality and timeliness of the ser-
vices.

Vendor Liability Limitations. One of the most notable—
and, from a corporation’s perspective, troubling—
aspects of vendor-drafted contracts are broad clauses
limiting, or even eliminating, the vendor’s liability
should it fail to perform properly or timely. Some set
such a low ceiling on damages that pursuing a claim
against the vendor is not economically viable. Other
clauses require that the conduct of the vendor rise to
the level of gross negligence or willfulness before any
liability attaches. Both types of provisions deprive cor-
porations of any contractual leverage, and make it very
difficult to pursue a claim for poor services.

Consider the following example of a vendor-drafted
provision that not only limits the vendor’s liability to in-
stances of gross negligence, but contains a provision re-
quiring the client to indemnify the vendor:

Client shall indemnify Vendor, including Vendor’s employ-
ees and agents, and hold Vendor, including Vendor’s em-
ployees and agents, harmless against any and all claims by
third parties for losses, damages or liabilities, including rea-
sonable attorneys fees and expenses (‘‘Losses’’), arising in
any manner out of or in connection with the rendering of
services by Vendor under this Agreement, unless it is finally
judicially determined that such Losses resulted from the
gross negligence or willful misconduct of Vendor.
Or, consider this example of a vendor-drafted provi-

sion that limits liability to the fees actually paid by the
client in the six months preceding the date such liabil-
ity arose:

Limitation. Vendor’s total cumulative liability to Customer
for any and all claims (including third-party claims) arising
from or in connection with or relating to this Agreement,
regardless of the theory of liability, shall not exceed the
amount of fees actually received by Vendor from Customer
for services rendered in the Matter during the six (6) month
period immediately preceding the date such liability arose.2

A more reasonable limitation of liability provision,
accepted by at least one vendor, provides the corpora-
tion and its counsel with greater protection:

Damages: Vendor’s total cumulative liability for any and all
claims (including third-party claims) arising from or in con-
nection with or relating to the Agreement shall not exceed
the value of 1.75 times the total value of fees paid to Vendor
over the life of the matter. For the purposes of this Agree-

ment, any penalties or sanctions levied against Client by a
court or government agency shall be considered direct
damages. Vendor also agrees that nothing in this section is
intended to limit Client’s right to obtain injunctive or any
other relief that may be appropriate.

Assurances of Timely Performance. Contracts should
expressly state that time is of the essence. They should
affirm that, in matters where the corporation is subject
to court-imposed or other deadlines, the e-discovery
vendor will provide services according to an agreed-
upon timetable that allows the corporation to meet
those deadlines.

Contracts can also include specific speed-of-
performance metrics. For example, in a contract that in-
cludes document hosting services, a metric might
specify minimum document display and loading times.

A vendor might understandably resist agreeing to
such a metric because it cannot control external factors
such as the functionality of the firm’s internet connec-
tions and the strength of the internet service provider,
and it therefore cannot guarantee that its systems will
load correctly all the time. Such agreements, however,
can easily be drafted to account for those unpredictable
factors.

Further, the agreement can require the vendor or the
client simply to notify the other party any time requisite
document load times are not present, which allows the
vendor time to fix problems with the system before
such problems threaten to jeopardize the overall qual-
ity of the project.

Quality assurances from vendors should be

specific, and where appropriate, subject to testing

and measurement.

Baseline Time Limits. A vendor’s ability to quickly, ef-
ficiently, and consistently load data into its system for
review and analysis by counsel is critically important,
especially in time-sensitive matters. Yet vendors hesi-
tate to make contractual representations about the
speed of loading (using metrics like gigabytes (GB) per
day, for example) because unanticipated problems can
occur. For example, the data could be subject to encryp-
tion or unknown viruses.

Nevertheless, baseline time limits can still be im-
posed, which hold the vendor to a certain speed of per-
formance, but allow for data loading problems to be dis-
covered and addressed.

For instance, if a device is given to the vendor for
analysis, the vendor should be required to process the
device within a certain time frame, but be allotted a
grace period to ‘‘diagnose’’ any potential data loading
problems.

Additionally, the vendor should also identify its sys-
tem’s probable downtimes and agree to schedule main-
tenance of the system at appropriate, agreed-upon
times. This is particularly important when the data pro-
cessing center used for a project is located in a different
time zone than the users of the system, and downtime
for routine maintenance might occur at ‘‘off’’ hours for
the vendor but at prime time for the client.

2 This provision gives rise to innumerable, mostly unan-
swerable questions of interpretation: What is ‘‘the date’’ on
which liability ‘‘arises’’? What if the vendor had not actually
billed the client in the six months prior to that date? What if
the client had refused to pay invoices in that time frame be-
cause of a dispute over the services rendered?
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Contractual provisions addressing such issues are
not difficult to agree on, but can provide important pro-
tection for a client working on time-sensitive projects
who needs access to the data during its business hours.

Representations Regarding Quality of Services. Quality
assurances from vendors should be specific, and where
appropriate, subject to testing and measurement. For
example, the introduction of viruses into a system can
seriously impair an e-discovery project. An agreement
should require that the vendor perform routine virus
screening of all incoming data, and take immediate, de-
fined steps to eradicate any virus that evades the
screening process.

Vendors sometimes contend that they have ‘‘no con-
trol’’ over external viruses, but if security is tight (as it
should be) and representations regarding such security
are expressly set out in the agreement, viruses should
rarely have an opportunity to infect critical systems.

Contracts should also address in specific terms other
quality issues such as the availability of vendor repre-
sentatives and staff, and imposition of adequate privacy
and confidentiality standards for sensitive data. In sum,
there are many ways in which corporations can obtain
commitments for a minimal level of quality of service
through specific performance metrics.

Vendor contracts should also address the expected
performance of critical tasks, such as collection of data,
de-duplication, data culling, file searching, data hosting
and the generation of load files. While the specific per-
formance metrics for these areas will vary by project
and, in part, depend on the types of data involved, spe-
cific measures of quality can be specified. For example,
vendors should be prepared to make representations re-
garding the accuracy of their de-duplication and file
searching efforts.

Access to New Software. A particular problems faced
by corporations tied up in protracted litigation is the
lack of access to their vendor’s software updates. If a
vendor agreement signed early in the litigation specifies

the use of a particular type or version of software, even
if that software was state-of-the-art at the time, it might
become obsolete in cases that last several years.

Many e-discovery vendors update their software at
least every few years, and these updates typically in-
clude significant improvements to the base elements of
their programs. For instance, updates commonly im-
prove the software’s search functions, the speed of the
system, and the methods for classifying data. Firms that
are stuck in long-term agreements, however, rarely get
the benefit of these updates because most e-discovery
software is not ‘‘backward compatible.’’

Vendors contend that giving firms access to software
updates is inefficient because of the time and complex-
ity of migrating data into a system with updated soft-
ware. Those challenges are legitimate, and this issue is
likely to be difficult to resolve with vendors. Nonethe-
less, middle ground does exist. Agreements should
specify when a vendor expects new software to be re-
leased, and vendors should at least agree to update soft-
ware if commercially feasible and cost-effective to do
so. Clients can agree that, if a software upgrade will sig-
nificantly improve the functioning of its ongoing
projects, it can, at its option and at its expense, migrate
the data from the old platforms.

Leveling the ‘Paying Field.’ E-discovery vendors pro-
vide a critical, but extremely expensive service to liti-
gants. However, these litigants and their law firms are
the customer, and should be able to negotiate the terms
of their relationship with a vendor. Vendors currently
hold a peculiar advantage in bargaining power, partly
because their clients have in the past lacked sufficient
technical knowledge to negotiate effectively, and partly
because clients often negotiate vendor contracts in the
face of tight deadlines in high stakes litigation. But the
fact that vendors often propose their own contract
terms should not deter clients from attempting to nego-
tiate agreements that are more bilateral and offer more
protection.
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